HNPUTJIAIIEHUE K YYACTHIO B 3AKYIIKE
g vy OAO «Kepemer banka»

Jara: « 6 » mapra 2026 roga

Komy: OAO «Kepemer bank»

1. OAO «Kepemer bank» BbIpaxaeT 3aMHTEPECOBAHHOCTb B 3aKyIKe MPOTrpaMMHOI0 OOecreueHus
WNuTepHeT-6aHKUHTA [T JUCTAHIMOHHOTO OaHKOBCKOTO 00CTYKUBaHMUSL.

2. TlocTaBIIMKKA MOTYT Y9aCTBOBATh B IIPOIIETyPE 3aKYIIOK HE3aBHCUMO OT CTPaHBI IIPOUCXOKICHHS,;

3. lns yuactus B 3ampoce 1ieH, Bam TpeOyercsi MpemoCcTaBUTh KOMMEpPYECKOe IMpeUIoKeHHnEe Ha
PYCCKOM HJIH KBIPTBI3CKOM SI3BIKAX, TMPEUIOKECHHUE JOJHKHO COTPOBOXKIATHCS COOTBETCTBYIOIICH
crierrQuKaIuei mperaracMoro MporpaMMHOTO PEIICHHSI, CTOUMOCTBIO U CPOKOM BHEJPEHUSI.

4. ®opmar oOpallleHUs] HApO4HO 10 YKa3aHHOMY aJIpecy WM IEKTPOHHOM 1Mo moyre:
Cekrop 3akymmok OAO «Kepemer baaky
Kreipreisckas Pecnyonuka; 720001
r. bumkek, yi. Torogox Mongo 40/4, kad. Ne 209
bernmMkynoB ATBIMKYI — 3aBEeIVIONIAI CEKTOPOM 3aKVIIOK.
DnekrponHas moura: tender@keremetbank.kg

5. Ilena momkHa 0bITh yKazana KGS\USD, ¢ yaetom:
® BCEX HAJIOTOB U COOPOB, IPETYCMOTPEHHBIX 3aKOHOAATEILCTBOM KbIprhI3ckoit PecniyOmnuku;
® [IPEIOKEHUE TOJDKHO AeicTBOBaTh HE MeHee 30 Hei;
® KpaifHU# CpOK mpenocTaBieHus: Bamero nmenoBoro npemioxxenns «13» mapra 2026 roga, 15:00
MeCTHOI'0 BpeMeHH. 3asBKU OT YYaCTHUKOB MPUHATHIC [M03KE YKa3aHHOTO CPOKA PACCMOTPEHHUIO
HE T0JIeXkKaT.

6. HeoOxomumo yka3aTh OKOHYATENIbHYIO CTOMMOCTh MpPOJaku 0€3 OTOBOPOK, MpeArovTeHue Oyaer
JAHO YYaCTHHKY, COOTBETCTBYIOIIEMY BCEM TpeOOBaHHUSIM TEXHHUYECKOW cCHeuu(pUKalI U
MpeI0KUBIIEMY HAUMEHBIIYI0 CTOUMOCTb.

7. HeO6XOI[I/IMO npeaoCTaBUTh CBHUACTCIIBCTBO O PErucTpanuu, KOIIHNIO yCTaBa, YapeaUTCIbHOIO
AO0TOBOpa U PCHICHUEC O HA3BHAYCHNUU PYKOBOJUTCIIA;

8. KpaymdukanronHeie TpeOOBaHMS

Ne HaumeHnoBaHue TpebdoBanus

Hannuue onbiTa BHEOPEHHS CHCTEM HHTEPHET-
OaHKMHTa W/WJIM MOOMJIBHOTO OaHKWHTa HE MeHee 3-X
JeT U He MeHee 3-X YCHEeNIHO pealu30BaHHBIX

8.1 | OmbIT peanu3ay IPOEKTOB

IIPOEKTOB.

8.2 duHaHCOBas yCTONYUBOCTh Hpez[OCTalineHHe \(’I)I/IHaHCOBOI\/'I OTUETHOCTH  3a
NOCJICHUI OTYETHBINA IO J

8.3 | HanoroBas 3aJ10;5k€HHOCTb [IpenocraBnenne CIPaBKH 00 OTCYTCTBHH
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3a0JDKCHHOCTH 110 HAJIOraM

Perucrpanun komnanuu

8.4

HPGI[OCTaBJIGHI/II/I KOITNH CBHUACTCIILCTBA 0
PEruCcTpaiv OPUINICCKOTO JIMIA

85 PykoBoacTBa koMmanuu

[Ipukaz o0 Ha3HaYeHUHM PYKOBOJUTENS U  KOIMA
1IacropT

KBanudukanus cnenuaiicToB

Hamnune — kBanmuuuupoBaHHOW  KOMaHABI  JUIs

8.6 pa3pabOTKU U BHEAPEHUS] CUCTEMBbI

8.7 Nudopmanmonnas Pemienne OJDKHO COOTBETCTBOBATH TpPeOOBAHUSAM
" | 6e30I1aCHOCTH 0e30I1aCHOCTH OAHKOBCKUX CHCTEM

8 8 CaHKHI/IOHHI)IC OFpaHI/I‘IeHI/ISI KOMHaHI/Iﬂ " €€ BJIaACJIbIblI HC JOJI’KHBI HAXOIUTHCA B

CaHKIIMOHHBIX CITMCKaXx

["apanTHitHbie 00s3aTenbCTBA

8.9

[IpenocraBnenue rapaHTUiHOE TEXHUYECKOE
o0cayxuBaHue He MeHee 12 mecsieB

IIpeamer 3akynku: Ilporpammuoe odecneduenne UHTepHeT-0aHKHUHT A
JJISE AMCTAHIIMOHHOT0 0AHKOBCKOI0 00C/IyKUBAHUS

TEXHUYECKOE 3AZIAHUE

NHTepHeT/MOBUNbHbIA-BaHKUHT ANd
dU3nyecKkux/ropuanyeckmnx nuu,

Web-nHTepHeT-6aHKMHI, PWA-KOHTYp. MHTErpaumm Yyepes MHTerpaLmMoHHyto noacmctemy baHka.
AHTUdPOA M KOMMNNAEHC.

Bepcuna: 1.5.4

JOKYyMeHT npeaHa3HaveH anq: BeHaopa/Pa3paboTunkos, brsHec-aHanuTMKoB, Apxutektopos, QA, DevOps,
Project/Product Management.
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17.2. DoD (Definition of Done) a5 pesn3sa

TepMHHBI U COKpaLleHUA

TepmuH Onpegenexuve
Web/PWA NHTepHeT-6aHKMHT (Web) n PWA.
PWA Progressive Web App - ycTaHaB/iMBaemoe BebO-NMpuioKeHne ¢

noaaep»koin offline n push.

Internal/External

MHTeraLLMOHHaH noacncrema baHKa; eanHaA TOYKa

Gateway API B3aumogerictama ¢ ABC/CRM/roc. cuctemamm u ap.

ABC ABTOMaTM3MpoBaHHas baHkoBckaad cuctema LPT-Bank (core
banking).

Processing / | CucTema npougeccuHra KapT (91KapT v ap.).

KapTo4HbI MOay b

OTP

OpaHopa3o8.bi Nnaposb (SMS-OTP / TOTP).

TOTP Time-based One-Time Password (Google Authenticator n aHanoru).

eKYC YaanéHHaa naeHtudukauma/sepudmkauma KaneHTa (Buaeoceccus,
npoBepKa AOKYMEHTOB).

AML/CFT MpoTtuBoaelcTBME neranmsaumm [,0X040B/dUHAHCUPOBAHUIO
Teppopuama.

RBA/SCA Risk-Based / Strong Customer Authentication - ycuneHHan
ayTeHTMOMKALMA NO PUCKY.

Open API BHewHwme APl no cornacosaHuto (6anaHc/BbiMUCKN 1 Ap.).

Retail APP Cuctema AUCTaHLUMOHHOTO BaHKOBCKOTro 0ByKMBaHUA GU3NYECKUX
ny,

NBHOJT NHTepHeT-0aHKMHE A/1A oPUANYECKMX L,




1. 061 e MoJI0KEHHUA

1.1. lleau u oxcudaemblil pe3ysibmam

Llenb npoekTa - co3aaTtb coBpemeHHbin digital-kaHan banKka (Web-uHTepHeT-6aHKUHT + PWA-KOHTYP),
KOTOpbI obecrneynmBaeT MOJHbIN HAabop PO3HUYHBLIX M KOPMOPATMBHbLIX OAHKOBCKUX onepauui,
YCTOMUYMB K CAHKLMOHHbIM PUCKaM (B T.4. HEAOCTYNMHOCTM MarasmHOB MPUIOXKEHWUN), COOTBETCTBYET
TpeboBaHMAM perynatopa 1 peannsyeT BbICOKMI ypoBeHb UX, besonacHOCTM M HabntogaemocTy.

1.2. O6.1acmb oxeama

B OOKyMeHTe onucbiBatoTCcA: GYHKLMOHANbHbIE BO3MOXHOCTM KaHanoB (Web n PWA), cepBepHo
4yacTn (cepBMCbI/TPaH3aKUMOHHOE SAPO0), aAMWH-MAHEeNM, MWHTerpaumii 4Yepes MHTErpauMoHHYHO
noacuctemy, TpeboBaHMa no  HesonacHocTu/aHTUbpOAy/NOrMpPoBaHMIO,  HedyHKLMOHAbHbIe
TpeboBaHUA U KPUTEPUM NPUEMKU.

1.3. PecyasimopHble mpe608aHus

Peamuzyembie 1MdpoBbIe KaHANBl MCTAHIIMOHHOTO OAHKOBCKOTO OOCITY>KMBAHUS  JOJDKHBI
nosHocThio cooTBercTBOBaTh HIIA HanmonanbHoro Oanka Ksipreizckoit PecnyOnuku u apyrum
3aKOHO/IAaTeNbHBIM akTaM KeIpreizckoit PecnyOmmku, BKITIOYasi, HO HE OTPAHUYHMBASCH CIIEAYIOIIUMH
TpeOOBaHUSAMH:
o  UHPopmauymoHHana 6esonacHOCTb 6aHKOB -
https://www.nbkr.kg/contout.jsp?item=2145&lang=RUS&material=106193
e [epcoHanbHble gaHHble - https://shailoo.gov.kg/media/anarbek/2018/01/27/5 LVH1Za7.pdf

e QR-nnatexu u nepesogpbl - https://www.nbkr.kg/contout.jsp?item=106&lang=RUS&material=115144

e YpanéHHoe/aMucTaHUMOHHOE 06CNYKUBaHUE (MMHUMaNbHbIE Tpe6oBaHUA) -
https://www.nbkr.kg/contout.jsp?item=106&lang=RUS&material=103037

e YpanéHHasa ngeHtuduKkaumua un sepudukauyma (smaeo) -
https://www.nbkr.kg/contout.jsp?item=103&lang=RUS&material=121851

e AML/CFT u xpaHeHume - https://fiu.gov.kg/upload/law/82/1534304422.pdf

e KpeautoBaHue uepes AMCTaHLUOHHbIE KaHa/bl, KMEPUOS OXNAXAEHUAY, KOHTPOJIbHbIA 3BOHOK,

[OCTYNHOCTb ANnA JIOB3 - HopmaTuB Mo KpeaAUTHOMY PUCKY BBOAUT onpedeneHune «nepnoaa
OXNaXKAEHUA» ANA OHNANH-KPeaMTOB, OrpaHMYMBAET CyMMbl KpeauTos no tuny 3N, Tpebyet
MUHMMaNbHbI Nepuoa oxnaskaeHus (Hanpumep, 4 yaca/12 4acos B 3aBUCUMOCTM OT CYMMbI) U
KOHTPO/bHbI 3BOHOK MPU CyMMaXx CBbiLIe Nopora, ¢ yyeTom aHTudpoa-npoduna. Takxke
YCTaHOB/IEHbl 0COBEHHOCTM A0roBOpa: COCTaBNEHME Ha roCyAapCTBEHHOM A3blKe U Npu
Heob6xoAMMOCTM Ha oduMLMaibHOM; TPebOoBaHMA K YNTaeMOCTH U pasmepy WpudTa (He meHee 12, 1
He MeHee 16 AnA KAVEHTOB C HapyLeHWeM 3peHKA), a TaKKe No 3anpocy KANEHTA - 3BYKOBOE
BOCMpoussegeHme/cypaonepeso. IT0 HanpPAMYIO AMKTYeT GYHKUMOHa IbHble TpeboBaHNA K
KpeauTHOMY MoAy /o, yBedoMneHunam, aHTudpoay u accessibility. -
https://www.nbkr.kg/contout.jsp?item=103&lang=RUS&material=125990

e Pacuet u packpbitie 3MC (rogosasn a¢pdpeKTMBHAA NPOLLEHTHAA CTaBKa) -
https://www.nbkr.kg/contout.jsp?item=103&lang=RUS&material=118746

e Camo3sanpeT Ha KpeguTbl - https://www.nbkr.kg/DOC/26012026/000000000066562.pdf



https://www.nbkr.kg/contout.jsp?item=2145&lang=RUS&material=106193
https://shailoo.gov.kg/media/anarbek/2018/01/27/5_LVH1Za7.pdf
https://www.nbkr.kg/contout.jsp?item=106&lang=RUS&material=115144
https://www.nbkr.kg/contout.jsp?item=106&lang=RUS&material=103037
https://www.nbkr.kg/contout.jsp?item=103&lang=RUS&material=121851
https://fiu.gov.kg/upload/law/82/1534304422.pdf
https://www.nbkr.kg/contout.jsp?item=103&lang=RUS&material=125990
https://www.nbkr.kg/contout.jsp?item=103&lang=RUS&material=118746
https://www.nbkr.kg/DOC/26012026/000000000066562.pdf

1.4. JlonywjeHus u ocpaHuyeHust

Bce nHTerpauymm ¢ rocyaapcTBEHHbIMM OPraHaMmm M BHYTPEHHMUMM CUCTEMAMM
(ABC/CRM/Processing/AML/Black List # 4p.) BbINONAHATCA UCKAOYUTENIBHO YEPE3 BHYTPEHHIOK
MHTErpaumMoHHyo noacuctemy Internal/External Gateway API.

ABTOpM3aLUMs/ayTeHTUGMKALMA M Bblgada TOKEHOB AOCTyMNa OPraHm3yoTCs LEHTPaIM30BaHHO; KANEHTCKMNE
KaHaJ/ibl HEe MUMEIOT NPSAMbIX MHTerpaumii ¢ backend-cuctemamm B 06xo4 MHTErPaLMOHHON MOACUCTEMBI.
TpaH3aKLUMOHHOE A4P0 NHTEPHeT-OaHKMHIa ABAAETCA eAMHOM TOYKON OpKecTpaumm GpUHaHCOBbIX
onepaumi n obecneymBaeT MAEMNOTEHTHOCTb, ayAMT M COMNlaCOBAHHOCTb CTATYCOB.

PWA paccmaTpuBaeTcs Kak NOJHOLEHHbIA KaHaN: yCTAHOBKA «Ha rnaBHbIM aKkpaH», offline ana vyactu
cUueHapueB, yBeJoMeHWs Yepe3 web-push 1 anbTepHaTMBHbIE KaHaNbl.



2. lles1eBas Mmoje b pelieHus

2.1. KaHa/1ibl U KOMNOHEeHMbl

PelleHnss cocToAT M3 KAMEHTCKUX KaHanos (Web, PWA, onuunoHansHo Android) m cepsepHoi
nnatoopmbl  (API-wnto3/Back-end/mMnKpocepBumChbl/TpaH3aKLUMOHHOE  A4P0), MHTErpUPOBaHHON C
Internal/External Gateway API.

2.2. BvicOKOypo8Heegas apxumekmypa e3aumodelicmaus

KaneHTckne npunoxeHus obpauwgatotcs K Back-end npunoxenuna. Back-end ynpasnseT ceccuamm,
arperaumert [aHHbIX M OpKecTpaumeln CUEHapueB, a BCe Bbi30Bbl K cucTemam baHKka/roc-cepBucam
BbINONHAIOTCA 4epe3 Internal/External Gateway APl. [pambie BbI30Bbl M3 MPUNOKEHUA K
ABC/Processing/CRM 3anpeLleHbl.

2.3. TexHu4YecKue npuHyunul

e be3sonacHocTb No NpuHUMNy «Security by Design».
ApPXUTEKTYpa CUCTEMbI LO/IXKHA U3HAYa/IbHO NPOEKTUPOBATHCA C y4ETOM TPebOoBaHMN MHGOPMALMOHHOM
6€e30nacHOCTM U 3aLWmTbl GUHAHCOBBIX OnepaLmii. [LocTyn Nnonb3oBaTeNei K cucteme A0KeH
OCYLLECTBAATHCA C UCMO/Ib30BAHUEM MHOTOGAKTOPHOMN ayTeHTUOMKauumn (MFA). [1na nosblleHWA YPOBHA
6€e30nNacHOCTM J,0MKHA NPUMEHATLCA NPUBA3KA YCTPOMCTBA NONb30BaATENA K YY4ETHOM 3anucu (device
binding). Monb3oBaTeNnsiM M CUCTEMHbBIM KOMNOHEHTaM NPEAOCTaBAAOTCA TONIbKO Te Npasa, KoTopble
HeobxoaMMbl A5 BbINOAHEHUS UX QYHKUNNA.

e KypHanuposaHue U ayauT onepawumi.
Bce dMHaHCOBbIE Onepaumu AOMKHbI UMETb NOAHbIA ayAMUT BbiNoNHEHNUA. DUKCUPYIOTCA 3Tamnbl onepaumum
(created, validated, confirmed, executing, completed, failed, reversed). ypHan fonKeH XpaHUTb AeTanu
onepaummn (MaeHTUPMKATOP onepaumn, Nob30BaTeENA, CYMMY, NONyYaTeNd, CTaTyC onepauun, TeXHUYeckume
[eTanu BbiINOAHeHWs). CPOK XpaHEeHMA KyPHA/IoB - He MeHee 2 neT.

e HapgeKHOCTb BbIMOAHEHMA onepaumii n 06paboTKa NOBTOPHbLIX 3aNpPOCOB.
Bce PpuHaHcoBblE U CepBUCHbIE OnepaLmm SOMKHbI ObITb Peann30BaHbl C NOAAEPKKON NAEMNOTEHTHOCTH,
npw KOTOPOM NOBTOPHOE BbINOJIHEHME 3aNPOCa HE NPUBOAUT K NOBTOPHOMY BbINOJAHEHMIO ONEpPaLUmn nam
Ay6MpoBaHMIO TpaH3aKUMK. [LoXKHbI ObITb NPeayCMOTPEHbI MEXaHWU3Mbl NOBTOPHbIX MNOMbITOK
BbINOJIHEHWUA onepauni (retry), KOHTPOb TaliMayToB.

e Ynpas/ieHue NapamMeTpamMn CUCTEMbI.
OcHoBHble napameTpbl GYHKLUOHUPOBAHMA CUCTEMbI A0/KHbI HACTPaMBaTbCA 63 BHECEHWUA U3MEHEHWI
B NPOrpamMMHbIV KoA4. Yepes agMUHUCTPATUBHLIM MHTepdelic A0MKHa obecneumBaTbCcA BO3MOXKHOCTb
ynpaBAeHNa TMMUTAMK ONepaLmii, NnapameTpamm AByXPaKTOPHON ayTEHTUDUKALUKN, CTPYKTYPOW
6aHKOBCKUX ycayr, TapudHbIMU NapaMeTpamm U MHbIMM HACTPOMKaMM CUCTEMbI. Bce M3meHeHun
KOHOMIypaumm SoNKHbl PUKCMPOBATLCA B KypHase ayauTa.

e HaanéxHoctb PWA pelwieHuAa.
PeweHne gonKHO noaaepmneatb paboty B popmate Progressive Web Application (PWA), obecneunsaTb
KOPPEKTHYIO paboTy Npu KPAaTKOBPEMEHHbIX NOTEPSAX COEANHEHMA, BOCCTAHOB/IEHME M0/1b30BATE/IbCKOM
CECCMM M BO3MOMKHOCTb LLEHTPASIM30BAHHOrO 0B6HOBAEHNA MPUAOKEHUS.



e  MOHUTOPUHT CUCTEMBI.

[omkeH 6bITb peann3oBaH LEHTPaIM30BaHHbIN CHOP IOrOB, METPUK NPOU3BOAUTENBHOCTU U

TPaCCUPOBKM BbIMONHEHUA OnepaLni.

3. JopoxHasa kaprTa peanusauuu RETAIL APP

B Hacrosmiem pasgene otoOpaxeHa oOmas cBoAHas WHGOpPMAIMS IO OXHIAEMOMY IPOIECCY
peanm3anuu 1 3arycka nudposoro kanana b0 ¢ pa3nudasiM HaOOpoM (yHKIIHOHAA.

3.1. Release 0 (R0O) - HHhopmayuoHHbIT 6aHKuHe (1 mecsay)

Henp - 3amyck MHMHMMAaJbHO >KHM3HecTocoOHOW Bepcuu npuioxkeHus (MVP) ¢ Bo3MOXHOCTBIO
npocMoTpa HHGOPMAIUK IO cueTaM U npoaykraM kiauenta. BAYKHO u3 penuza cTporo UCKIIOUYEHBI
J00BIE MEePEeBO/IbI/TIATEKH/0IIaTa YCIyT; BBITYCK/TIEPEBBITYCK KapT, U3MEHEHHE JIMMUTOB; OHJIAH

eKYC u 1p., BKIIOYSHBI TOJIBKO HHPOPMAITHOHHBIE CEPBUCHI.

3.1.1. ABTOopu3anusa

e  BXOA MO fIOrMHY/naposnto
e MFA (SMS/ OTP)
e ynpaBneHue ceccuamm

3.1.2. [Ipoduab KIMeHTa

e [dHHbIE K/IMEHTA
o KOHTAKTHbIE aHHblIE
o CMeHa napona

3.1.3. CyeTa
o CMNMUUCOK c4yeToB
o OCTaTKun

o Ba/1l0Ta CHETA
o CTaTyC CHETa

3.1.4. UcTopus onepanut
o BbIMUCKaA NO CYeTy
e  GuAbTpauUus onepaumi
o NMOUCK

3.1.5. KapTs!

CMUCOK KapT
CTaTyC KapTbl

CPOK Aencrens
nocnegHue onepawmm

3.1.6. YBeajoMJ/ieHUs

push ysegomneHus
SMS ysegomneHua

3.1.7. AAMUHUCTpPAaTUBHAA NNaHeJIb

ynpas/sieHne Nosib3oBaTeNAMU
6J'IOKMpOBKa K/IMEHTOB
NPOCMOTP s1oros

ynpasaeHne tMMnTammn

3.2. Release 1 (R1) - ba3oewvle mpaH3akyuu (3 mecsaya)

Lenb - 3aIyCK
3.2.1. OTKpbITHE B OHJIallHE

e (CyeTa
e  KapThbl (3aABKa Ha BbINYCK)

3.2.2. [InaTexu

e nepeBoAbl MEXAY CBOMMM CHETAMM
e nepeBoabl BHYTPU BaHKa
e MeXbaHKOBCKMe nepeBoabl

OCHOBHBIX

(UHAHCOBBIX ormeparuii.

3.2.3. [l;1aTexku 3a yCayru

MOb6MNbHaA CBA3b

WHTEpHeT

KOMMYHa/bHble yCayru
rocyAapCcTBEeHHbIe YCIyru

ApYyrve NaaTexu ns metouerocs
KaTasiora
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3.2.4.

P2P nepeBojbl

CcYyeTy N0 HOMepY KapTbl
no Homepy TenedpoHa

no QR

3.2.5. l11a6/10HBI IJ1IaTEXKen

e coxpaHeHMe WabnoHOB NAaTexKen
e OBTOP NNATEXKEN

3.3. Release 2 (R2) - bankoacKkue npodykmul (6 mecsayeg)

Llenb — co3gaHune NoAHOLEHHOro UndPOBOro KaHana AUCTaHUMOHHOrO 6aHKOBCKOro 06CNYKNBAHMS.

3.3.1.

Jleno3uThI

OTKpbITHE Aeno3unTa
NpPOo/IoHraumn
3aKpbITHe

. Kpeautnl

MPOCMOTP KPeauToB
rpaduK nnatexken
3afBKM Ha KpeauT

. KapThl

6/710KMPOBKA KapTbl
pa3b10KMpPOBKa
MU3MEeHEHWe TMMUTOB
nepeBbINyCK KapTbl

3.3.4. eKYC

e  OHNalH OHG6OPANHT
e O6HOBNEHME aHKETHbIX AAHHbIX

3.3.5. BupTya/ibHble aKTHUBBI

e  OTKpbITHE KOLIENbKA BUPTYabHbIX
aKTMBOB

e [lepeBoapl Ucxopalme/BXxoaaLLmMe

e [loslyyeHue BbIMMCOK MO KOLE/bKY

3.3.6.'ocyaapcTBeHHBIe yC1yrA

e LlTtpadsol, cueta
e «MoW nom», «Mou aBTO»
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4. lopoxxHada kapra peanusauuu UB10JI

B Hactosmiem pasgene otoOpaxeHa oOmias cBofHas WHGOpPMAIMA IO OXHIAEMOMY IPOIECCY
peanuzanuu u 3anycka nudposoro kanaia JbO c paznuunbiM HabopoM (yHKITMOHAIA.

4.1. Release 0 (RO) - HHghopmayuoHHblll 6aHKuHZ (1 mecay)

Lenpb - 3amyck MUHUMaJIbHON BEPCUU CUCTEMbl MHTEPHET-OaHKUHTIA JJIs1 KOPIOPATUBHBIX KJIMEHTOB C
BO3MOJKHOCTBIO TpocMoTpa cuetoB U onepanuii. BAYKHO: u3 penusza cTporo HCKIIOYEHBI JIIOOBIC
IUIaTEeKHbIE ONEpalyy, BaJIlOTHbIE OINEpallUM, KaccOBbIE OINEpallMd M ONEpaluud TOProBOIO
¢unancupoBanus! Peannsyrorcs Toapko HHGOpMaIMOHHbIE QyHKINH!

4.1.1. ABTOpM3anusa 4.1.6. KapTbl KOMIIAaHUH
e  BXOA MO fIOrMHY/naposto e  CMMCOK KOPMOPaTUBHbIX KapT
e MFA (SMS/OTP / ToKkeH) e  CTaTyC KapTbl
e  ynpaB/eHMe CeCCUAMM e CpOK Aenctsuma

. nocnegHue onepauunn

4.1.2. lIpodpu1b KOMIIAHUU

e JlaHHblE€ OpraHu13auun 4.1.7. AOKYMCHTBI

L peKBn3nTbl KOMNaHUN o 6aHKOBCKUE BbINUCKU

° KOHTaAKTHble AaHHble ° CrpaBKu 6aHKa

° CMUCOK No/Ib30BaTeNelt KoMMnaHum ° AOKYMEHTbI MO cHeTam
4.1.3. [los1b30BaTE/IX U POJIH 4.1.8. YBegOoMJICHUSA

e  CMWCOK Nosib3oBaTenei
e PO/ NoNb30BaTeNe
e NPOCMOTp NMpaB A4oCTyna

e push yBegomneHus
e SMS yBegomneHma
e yBEAOMJIEHUA O COBbITUAX

4.1.4. CyeTa KoMnaHuK 4.1.9 AAMMHHMCTPAaTHBHasA NaHe b

e CMWNCOK c4yeToB Ganka
® OCTATKM NO cHeTam

. Ba/1tlOTa cyeTa e ynpas/seHWe KOMMNaHNAMU

e (CTaTycC cyeTa ° 6ﬂOKMpOBKa nonb3oBaTtenem

. NPOCMOTP s1oros

4.1.5. UcTopud onepaiuii * YNpaBNeHne ammuTamm

e  BbIMWCKA NO cyeTaM
e  dunbTpauma onepauuni
e [OWCK onepauum
e  3KCMOPT BbINUCKM

4.2. Release 1 (R1) - bBa3osbie niamedicu opuduyeckux auy (3 mecaya)

HCJ'IL - 3aITyCK 0a30BBIX IIATEIKHBIX OHepaHI/Iﬁ KOMITaHHH.

4.2.1 Ill1aTexHble NOpy4YeHUus e OTNpaBKa nnatexa B 6aHK

e CO34aHUE NNATEXHOro nopy4vyeHuUA * MPOCMOTp CTaTyca naatexa

. penakTUMpoBaHME NAaATEXKA
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4.2.2 llognucaHue miaTexeu

e 1l-anognuce
e 2-Aanoanucb
e  MapLpyTbl COrNAcoOBaHUA

4.2.3 l11a6J10HBI IJIaTEXKEeH

e coxpaHeHwue wabnoHoB
e [OBTOP NaaTexa

4.2.4 MaccoBble ILIaTeXUu

e 3arpysKa njatexHbix paiiios
° NaKeTHble NaTeXun
e  MaccoBble BbINaAThI

4.2.5 [l;1aTexxu B 610 )KeT

e HANOroBble MaaTexmu
e M/1aTeXM B rocyAapCTBEHHbIE OpraHbl

4.2.6 [lnaTexxu 3a ycayru

e KOMMYHasibHble ycayru
e (CBA3b
e Apyrve nnaTexu U3 KaTasnora

4.2.7 YnpasJieHHe 10J1b30BaTe/IAMH

e CcO34aHue noJsib3oBaTenemn
e HasHayeHue ponen
e ynpaBieHWe NpaBamu 4OCTyna

4.3. Release 2 (R2) - KopnopamueHble 6aHK08CKUe onepayuu (6 mecsyeas)

Lenb - nofHOLEHHOe AUCTaHUMOHHOe O6CJ'Iy)'KI/IBaHI/Ie KOPNOPAaTUBHbIX K/IMEHTOB.

4.3.1 FX onepauuu

e MOKYMKa BafoTbl
e npofaka BastoTbl
e  KOHBepCus BanoT
e NPOCMOTP KypcoB

4.3.2 KaccoBble onepauguu

o 3aABKa Ha nosiy4yeHune HanyHbIX
o 3aABKa Ha BHeCeHWNe Ha/InYHbIX

4.3.3 3apmiaTHbIe IPOEKThbI

e 3arpysKa 3apnnaTHbIX PEecTpoB
® MaccoBble BbINaTbl 3apnaaThl
e cTaTyc 06paboTKM BbINNAT

4.3.4 KopnopaTuBHbIe KapThl

e ynpaBieHMe KOPNopaTUBHLIMW KapTamu
e V3MEHeHMWe TMMUTOB
e  B/I0KMPOBKa KapT

4.3.5 leno3uThl KPUANYECKUX JIUL],

. OTKpbITUE Aeno3nTa
. NPOsIOHraunA
. 3aKpbiTne

4.3.6 KpeauTbl 0pUAHUYECKUX JIUL],

e NPOCMOTp KpeamToB

e rpaduk nnatexen
e  3afBKM Ha KpeguT

4.3.7 bBaHKOBCKHUeE rapaHTUH

e  3asBKa Ha BbIMYCK rapaHTun
e MpoasieHue rapaHTum
e  MPOCMOTP FrapaHTUi

4.3.8 AKKpe AUTHUBBI

® 33ABKa Ha OTKPbITUE aKKpeanTnBa
. Nn3mMeHeHune ycnosmﬁ
. CTaTyC aKKpeanTmea
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5. Be3onacHoCTb, ayTeHTHPUKALMA U ABTOPU3ALUS

MpuoputeTbl: RO (obasaTtensHo ana MVP B 1 mec.), R1 (BaxkHO ans penusa 2-3 mec.), R2 (ana
pennsa 4-6 mec.).

5.1. Modeawb docmyna u poau

RO. CucTembl [0/KHbI NOAAEP!KMBATb PONEBYO MOAEAb AO0CTyNa ANA KAMEHTOB, OMNepaTopoB
NoAAEPKKN, aAMUHUCTPATOPOB (R2. N MHTErpaumoHHbIX KaneHTos Open API). JlocTyn K GyHKUMAM
ynpaBaseTca npaBamm.

RO. na BaHKMHIa tOpUANYECKUX UL, A0KHA NOAAEPKMBATLCA KOPNOPaTMBHAA POAEBAs MOAE/Nb
poctyna. MuHMManbHbIM  Habop ponei: WMHuumatop nnateskel (cos3gaHuve  MAaTesKHbIX
[OKymeHTOB), [loanucaHT (nognucaHWe U NOATBEPXNAEHME  MAATENKHbIX  [OKYMEHTOB),
Habntonatens (npocmoTp bes npaBsa co3gaHua naaTexkemn).
R2. Ponb AOMMHUCTPATOP OpraHusaumm (ynpasneHuMe Mo/Ab30BaTeNAMM, POAAMU, TUMUTAMMU,
CeccnamMm, BpeMeHHoe aenernposaHme npasa).

5.2. Kruenmckas aymenmuguxkayus (n102uH/naposas + 2FA)

o chenyowmm CLueHapUAM:

e RO. MepBUYHbIN BXOA: NOTMH(HOMepP TenedboHa) + naponb + SMS-OTP.

e RO. OrpaHnyeHuMe nonbITok BBoAa napona/OTP, 610KMPOBKM 1 Be3onacHoe BoCCTaHOBAEHWE AOCTYNa.

o RO.MoaaepskKka bUomeTpum yCcTpoicTBa peannsyetcs Yyepes WebAuthn/passkeys (platform
authenticator) 8 Web/PWA: nocne nepsuYHON HaCTPOMKM NONb30BaTENb MOMKET
BXOAMUTb/NOATBEPKAATL AEUCTBUA C UCNoNb3oBaHNeM bruomeTpum (FacelD/TouchlD/Fingerprint) kak
MexaHM3Ma, AOCTYNHOro Ha yctpoicTe. SMS-OTP ocTaétcs pesepsHbiM dakTopom (fallback).

e R1.B03MOKHOCTb 3ameHnTb SMS-OTP Ha TOTP (Google Authenticator) Kak OCHOBHOM BTOpOW daKTop;
SMS ocTaéTca pesepsHbiM dakTopom (fallback).

e R1.MpwueaAsKa ycTpoicTsa (device binding) n ynpasaeHMe akTUBHbIMW YCTPONCTBAMM/CECCUAMM.

5.3. [loomeepoicdeHue onepayuti no pucky (RBA/SCA)

R1. Mpu npeBblWeEHMM HaCTpaMBaeMbIX MOPOroB (Pa3oBasa CyMma, CYMMa 3a Nepunos, KOAn4YecTso
onepaumii, HOBbIM NoayyYaTenb U Ap.) nam Npu cpabaTbiBaHMM aHTUGPOA-NPABUA CUCTEMA AOKHA
3anpawurBaTh NOATBEpXKAeHWe BTOpbiIM dakTopom (2FA). TMoporM M MmaTpuua AENCTBUIA
HaCTpPamMBalOTCA B aAMUH-NAHENN.

5.4. bezonacHoe xpaHeHue Ha ycmpolicmee

e RO. XpaHeHue TOKeHOB/CeKPeToB Ha CTOPOHe KaneHTa: ana Web/PWA 3anpelieHo xpaHeHune
NONroOXMBYLIMX access-token B localStorage/sessionStorage. Ceccum peanmnsyroTcs Yepes 3allmiEHHble
cookies (HttpOnly, Secure, SameSite=strict/lax) NMO0 Yepes KPATKOKMBYLLME TOKEHbI B NaMATH
npouecca. Offline-kaw gonyckaeTcs ToNbKo Ana HEYYBCTBUTENBHBIX AaHHBIX (CTaTUYeCcKne
cnpaBo4HuKM, Ul-Kkaww), c wndposaHmem B IndexedDB (WebCrypto) npm HeobxoanumocTu.

e RO. BpemeHHble AaHHble Ha yCTpoMncTae WindpyoTea; YyBCTBMTEAbHbIE AaHHble (PIN/naponb) He
COXPAHAIOTCA M OYULLAIOTCA M3 MAaMATKU NOC/E UCMO/Ib30BaHWA.

e R1. KOHTpoAu KomnpomeTaLum yctpoinctea/cpeapl: B Web/PWA npsmble Nnposepku
root/jailbreak/overlay HeJOCTYNHbI KaK rapaHTUPyEeMblit MexaHM3m. BMeCcTo 3TOro npumMeHsoTcs
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PUCK-CUrHabl (HeobbluHble ycTpoiicTea/6paysepbl, VPN/proxy, aesTynsbl best-effort, aHomanbHble
naTTepHbl), NpuBA3Ka ycTponcTea Yepes WebAuthn, noseaeHyeckmne/aHTMdpoa-npasuia, a TakKe
step-up (SCA) nnam orpaHmyeHmne GyHKLMM NPY NOBbILIEHHOM PUCKE.
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6. Tpe6oBanusa k Web u PWA

6.1. Tpe6osaHus kK PWA

e RO. Installable PWA (manifest + HTTPS) ¢ ycTaHOBKOW «Ha rNaBHbI 3KpaH» M NOJAHO3KPAHHbIM
PEXMMOM.

e RO. Offline/HeycToiMumBan ceTb: service worker, K3WMpPOBaHME CTATUKMN N KMOCAEAHNX U3BECTHbIX
NaHHBIX» 018 KPUTUYHBIX SKPAHOB (Hanpumep, CrMCoK cHeToB/nocieaHme onepaumm).

e R1.0O6HoBNeHNe PWA 6e3 marasanHoB NPUAOKeEHU, KOHTPOIb BEPCUIN M MeXaHW3M «0bA3aTeNbHOro

obHoBNEHMAY NMPUN KPUTUHHBIX USMEHEHUAX.

6.2. Yeedom/1eHUA

e RO. Web-push ans PWA/6paysepa (rae nogaepxmsaercs naatdhopmoit/bpaysepom) ¢ oTae bHbIM
cueHapuem NoAnNUCKM Ha YBEAOMNEHMS U YNPABAEHWEM Pa3peLleHUAMM.

e RO. Fallback-kaHanbi: SMS/e-mail/Telegram/in-app inbox npu HegocTynHocTM web-push.

o RO. EAMHLIN UeHTp yBegomaeHui (in-app inbox) ana Web n PWA.

6.3. MuHumuzayus CAHKYUOHHO-1y8CmeumuixX 3asucumocmeii

R2. BHewHune SaaS-3asucumoctn (push, crash analytics, SDK MOHUTOPUHra) A0KHBI MMETb
pe3epBHble peanm3aumMmM WAM BO3MOMKHOCTb MOJIHOFO OTK/AYeHMs 6e3 noTtepu KpUTUYEeCKoro
dYHKUMOHaNa.
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7. PyHKIIMOHAJ/IbHBIE TpeooBaHus AJisd RETAIL APP

MpuoputeTbl: RO (obasaTtensHo ana MVP B 1 mec.), R1 (BaxkHO ans penusa 2-3 mec.), R2 (ana
pennsa 4-6 mec.).

7.1. OH60pduHe u eKYC

RO. OHNaMH-perncTpauma KAneHTa no Homepy TesnedpoHa ¢ noarsepxaeHmem SMS-OTP.
R2.YpanéHHaa nageHtndukaums (eKYC): Buaeoceccus, KOHTPOIb KavecTsa, 00A3aTe/bHbIN Kaap «AnLo
+ OOKYMEHT», XpaHeHne BUAe03anuncK 1 Kagpa B A40Cbe KIMEHTa.

R2. MpoBepKa aKTyaNIbHOCTN JOKYMEHTA N laHHbIX KNMEeHTa; HN0OKMPOBKA KPUTUYHBIX OnepaLmii npm
HeakTyanbHbIx KYC ¢ npeanoxkeHmem o6HOBAEHNA aHKETbI OHNAMH.

R1. 3KpaH/UeHTp COrnacuii n NPMBaATHOCTM C GUKCaLMEN BEPCUM TEKCTA, BPEMEHMW W1 KaHaa.

7.2. Cuema, onepayuu U 8INUCKU

RO. MpocmoTp cnucKa CHETOB M aKTyaIbHbIX OCTaTKOB.

RO. MpocmoTp u Bbirpy3Ka BbiNUCcoK/uctopun B PDF, XLS, CSV.

R1. UcTopma onepaumii ¢ puabTpamm 1 NOMCKOM; 0ToBparkeHue CTaTycoB onepauuil.
R1. OTKpbITME HOBbLIX CHETOB.

7.3. [Inamedicu u nepegodvl

R1. Me2Me nepeBoAbl MeXAYy CBOMMM CHETAMM C Y4ETOM KOHBEPTALUN.

R1. NMepeBoabl kKNMeHTam BaHKa no TenedoHy/cyéTty/kapte/QR (B 3aBUCMMOCTU OT AaHHbIX).

R1. MexbaHKoBCKMe nepesoabl P2P (B T.4. no KapTe/TenedoHy/QR) yepes MHTerpaLmMoHHY0
noACUCTEMY.

R1. Onnata ycnyr (KomMyHaibHble M NapTHEPbI) C MHOTOWarosbiMmM GopMamu; WabaoHbI U
aBTOMNATENKM.

R1. EAMHBIM NOTOK ON/aThl yCayr (KOMMyHanbHble 1 napTHepsbl): 1) MNpoBepKa (Banuaaumns/nonydeHme
3a[l0/I3KEHHOCTM NO BBEAEHHLIM AaHHbIM Yepes Internal/External Gateway API) - 2) MoateepskaeHne
(oToBparkeHue nToroson cymmbl/Kommnccum + SCA no npasunam) - 3) Yek (KBUTaHUMA C
06s3aTeNbHbIMU PEKBU3UTAMM, CTAaTYCOM 1 BO3MOMHOCTbIO NOAENNTLCA/CKaYaTh).

R1. BO3MOXHOCTb COXPaHATbL NAATEX KaK WabsoH nocae ycnewHom onaaThl U 3anycKaTb «ObICTPbIN
nnaTex» u3 wabsoHa (1 KKK - NOATBEPKAEHME).

R1. MoanepskKka «M36paHHOro» 1 «4acTo MCNONb3yeMbIX YCAYr»: CUCTEMA aBTOMATUYECKMU PaHXMpyeT
yCayru/npoBanaepos no 4acToTe M HeJaBHOCTM MCMOAb30BAHMA, @ MO/1Ib30BATE/Ib MOMKET 3aKPENUTb
(pin) n3bpaHHbIe ycnyrn/wabnoHbl Ha raBHOM SKpaHe.

R1. MNpeaBaputenbHOe PAacKpbITUE KOMUCCUM A0 MOATBEPKAEHMA.

R1. ®opmmrpoBaHMe YeKa/KBUTaHLMMN C 065A3aTENbHbIMU PEKBU3UTAMM.

R2. KAnpwuHr n F'pocc ana (C BO3IMOMKHOCTBIO MPUAOKUTb PDF AOKYMEHTbLI MO NaaTexy)

R2. MexayHapoaHble NaaTexKu (C BO3MOMKHOCTbIO NPUNOKUTL PDF OKYMEHTbI MO naaTexy)

7.4. QR-n1amedicu

R1. CkaHuposaHue QR 1 bopmupoBaHme niaTexa/nepesosa.
R1. FeHepauus cobctBeHHoro QR aAna nprema nepeBoaoB M ONaaThl.
R1. Moppnepskka cTatycos QR-onepaliuin (cozaaH/oxmnaaet/onnadeH/oTKNOHEH).
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7.5. Kapmui

R1. MpocmoTp BanaHca M peKBU3UTOB KapTbl

R1. BbinucKa 1 UcTopma NaaTexKen KapTbl

R2. YnpasneHue KapToi: 6A0K1poBKa/pa3baokmMpoBsKa, MameHeHme PIN.

R2. BbiNycK BMPTYasibHOM KapTbl U/WK 3aKa3 GU3MUECKOMN KapTbl, OTODpakeHue cTaTyca.
R2. MepeBbInycK KapTbl B MPUNOXKEHUM.

R2. YnpaBneHne AMMUTaMM Mo KapTe (B paMKax NofnUTUK BaHKa).

7.6. /leno3umul

R2. OTKpbITUE, NONONHEHME U 3aKPbITUE AEMO3MTa OHIaNH.

R2. [locpoyHOe 3aKkpbITHe C aBTOMAaTUYECKMM MepepacyeTom NpoLLEeHTOB.
R2. Kanbkynatop LOXOAHOCTU.

R2. BuUTpMHa 4OXO4HOCTM/MPOrHO3MPOBaHME.,

7.7. Kpedumul

R2. OHNalH-KpeauT: 3aABKa - CKOPUHT - NpeaoaobpeHue - noanmcaHue - Bbiava.

R2. Mepuroa oxnaxaeHUs U KOHTPObHbIN 3BOHOK (HAaCTPamnBaemo).

R2. MpoBepkKa cTaTyca camo3anpeTa Ha KpeauTbl Nepes, Bblaayen.

R2. KpeZWTHBbIN KanbKyNATOP M OLEHKA KPeaMTHOro NOTEHUMANa.

R2. YnpaBneHue Kpegntom: rpadumK noralweHums, OCTaTok, JOCPOYHOE NoralleHne, HanoMUHaHKS,
3340/KEHHOCTb, HA4YMUC/IEHHbIE MPOLEHTBI.

R2. CnpaBKku no KpeauTty/obopoTam ¢ Bbirpyskon PDF.

R2. OTobparkeHne NpeackopuHrosoro Hanna

7.8. Bupmya/ibHble akmueul

R2. OTKpbITME/NPOCMOTP KOLIENbKA BUPTYaibHbIX aKTUBOB (CTEMOAKOMH).

R2. MepeBoa BMPTYanbHbIX aKTUBOB.

R2. MononHeHWe KowenbKa BUPTYabHbIX aKTMBOB CO CBOETO CYETa.

R2. MononHeHWe KowebKa BUPTYabHbIX aKTUBOB CO BHELUHWX MCTOYHMUKOB.

R2. ®opmnpoBaHme BbIMMCOK MO ONepaumaM C KOLWeTbKOM BMPTYasibHbIX aKTUBOB.

7.9. I'ocycayzau u unmezpayuu no asmo/wumpagam

R2. loc-cepsuchl BKAOYAOT: WTpadbl, asTo-wTpadsl (MNA4), Hanorku/rocnaaTexu, nonydeHme/onnaty
FOCMOLIMH 1 CNPABOK (BCe NepeyncieHHble cLueHapmm) - UCKAtouMTebHO Yepes Internal/External
Gateway API.

R2. MoaaepaTb MOMHbIN LUMKA: MOMCK/NpoBepKa 06a3aTeNbCTB - OTObparkeHue HaunucaeHuin/getanen
- popmMpoBaHMe NaaTexa - noaTsepxaeHne (SCA npu HeobXoAMMOCTK) - Moy4eHne cTaTyca u
bopmMmrpoBaHMe YeKa/KBUTAHLMN.

R2. MaoeHTMdMKaTOPbl MOMCKa (HacTpamnsaemo no Tuny ycayrn): MHH/mepcoHanbHbIn Kod, Homep
nocTtaHoBaeHUA/wWTpada, roCHOMEP aBTo, Cepus/HOMEpP JOKYMEHTa, UHble MAEeHTUOUKATOPLI, KOTOpbIe
Bo3BpallaeT roc-APl yepes Internal/External Gateway API.

R2. 1A Kaaoro Haumcnenuna/wpada otobparkaTts: noayyaTeb/opraH, HasHadeHue, nepuoa/naTa,
CYMMa, KOMUCCUA (€CAN eCTb), KpalHUIA CPOK, CTATYC, YHUKANbHbIN MAEHTUOUKATOP HAUMUCAEHUS.
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e R2. Mocne onnatbl - 06ecneynts NoaydeHme NoATBEPKAEHUA OT roc-cepsmca (Npu Haanunumn) n
XpaHeHWe pe3syabTaTa B UCTOPMM ONepaumii, BKAKOYAA MCXOAHbIE PEKBU3NTBI M CTATyC
(Paid/Failed/Pending).

e R2.Peructpauua UM oHnaiH (MHTerpaums yepes Internal/External Gateway API).

7.10. KommyHukayuu u noddepxcka

e RO. Kypcbl BantoT

e RO. Push-yBengomneHuns no cobbITMaM (MOCTYyNAEHUA, NAaTeKM, CTaTyCbl 3aABOK) + in-app inbox +
pe3epBHble KaHanbl A1a PWA.

e R2. BCTPOEHHbIN YaT/TUKETbI: YaT, BAOKeEHUA, SLA, uctopusa obpatueHnii.

e R2. MexaHu3m yBeJOMAEHNN 00 N3MeHeHUN TapndOB He MeHee YeM 3a 5 KasleHAapHbIX AHEeN.

e R2. Kapta ATM 1 MNT BaHKa (oHAalMH M3MEeHeHWA Npu NepemelleHnn baHkomaTa, TepMuHana)

7.11. UX-mpe60o8aHusi (MUHUMYM)

e RO. HaBurauma: 3-5 0CHOBHbIX MYHKTOB MEHIO 1 ObICTPbIN AOCTYN K YaCTbiM ONepaLmam.

e RO. MnaBHbI1 3KpaH: ocTaTkW/KapTbl/nocneaHne onepaummn/6aHHepbl/cTopuc, Lenesas 3arpyska < 1
CEKYHZ, NPU HOPMaIbHOM CeTw.

e R1.MnaTex: He Honee 3 waros (BbIGOP - CyMMa - MOATBEPKAEHME), MUHUMYM NONER, aBTO3aN0/IHeEHWE
13 WabaoHoB.

o R2.TMoaaepkKa TEMHOW TEMbI U PETYIMPOBKK pa3mepa wpudTa n noaaepka JI0B3.

e R2.[NnaBHbIM 3KpaH coaepKuT 60K «M3bpaHHoe/LLlabnoHbl/HacTo ncnonbsyemble» (40 N 31eMeHTOoB,
N HacTpanBaeMo), NO3BONAIOLMIA 3anycKaTb ObICTPble NaaTexmn 6e3 NomncKa no Aepesy yCayr.

e R2. PEWTWHT yCayr: COPTMPOBKA NO YMOJYAHMIO YYUTbIBAET NEPCOHANbHYIO YacTOTy/HeAaBHOCTb,
rnobanbHyto NONYAAPHOCTb (arpermpoBaHHYO CTAaTUCTUKY), @ TaKKe NPOMO-NpPUopUTETbI BaHKa
(ynpaBnstoTca aAMUHKOM).

7.12. llla6.10Hb1, U36paHHOe, GbIcCMpble NJaamedcu U agmonaamedxcu

e R1.Co3gaHue wabnoHa: nocae ycnewHon onepaumm KAMEHT MOXKET COXPaHUTb WabaoH (Ha3BaHKe,
KaTeropua, NpoBanaep, PeKBU3UTbI/MAEHTUOUKATOP, CYMMa MO YMONYAHMIO - ONUMOHAbHO).

e R1.YnpaBneHue wabnoHamu: CMUCOK, MOUCK, pedakTMpOoBaHue, yaaneHune, nepeHoc 8 «M3bpaHHoe»,
rPYNNMpPOBKa NO KaTeropusm.

e R1. BbICTpbIM NAaTeX: 3aNycK naaTexa 3 WwabnoHa B 0AMH KANK C 0683aTeIbHbIM 3KpaHOM
noaTsepaeHMs (Kommnccua/utor/peksnsnTsl) n SCA no npasunam baHka.

e R2. ABTON/IATEXM: HACTPOMKA PEryaApHbIX NaaTexen (pacnucaHme, TMMUT CYMMbI, yBeJOMAEHUA
nepea cnucaHmem, naysa/oTMmeHa) C *KypHaioM UCMONHEH WA

e R2.3aumTa oT oWnboYHbIX/oyBANPYIOLMX CIUCAHWUIA: MOEMNOTEHTHOCTL, NPeaynpexKaeHne npu
NOBTOPHOM onaaTe 0A4HOro HaYUCAEHNA (eCaM NpoBalAep BO3BPALLAET MASHTUOUKATOP HauMCAEHMS),
3alUMTa OT ABOMHOIO KAMKa.

e R2. PelTuHr ycayr/nposaingepos: popmmposaHmne 6a0oka «4acTo MCnosib3yemble» Ha ocHose (a)
yacToTbl, (b) HeE4aBHOCTY, (C) yCMELHOCTM onepaLUuii; aAropuTm PaHXMPOBaHMA M Beca HacTpanBeatoTca
yepes aaAMMH-NaHesb.
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8. PyHKIMOHAJ/IbHbIE TPEOGOBAaHUA AJISI UHTEPHET-0aHKMHIa
PUANYECKHUX JIUILL

MpuoputeTsbl: RO (obasatenbHo ans MVP B 1 mec.), R1 (BaxkHO ana penuvsa 2-3 mec.), R2 (ana
penusa 4-6 mec.), LATER (ana penmnsa 7-10 mec.)

8.1. OH60pduHz u eKYC

RO. lna pencTeytoWnx KaneHTos baHka no Homepy TenedoHa ¢ noaTeep:kaeHnem SMS-OTP.

RO. MoakntoveHe NPOn3BOAUTCA B OTAE/IeHNUM BaHKa Ha OCHOBAHUM 3aAB/IEHMA.

RO. Mpwn nepBom BxoAe Noab30BaTe /b MOATBEPXKAAET COrNacue C yCA0BUAMM MCMONb30BaHMA CepBMUCa
M NOANTUKOWN KOHOUAEHLIMANBHOCTH.

R2. OHnaiiH oHBOPAMHT.

R2. MpoBepKa aKkTya/IbHOCTN JOKYMEHTA U IaHHbIX KIMeHTa; 6/10KMPOBKA KPUTUYHbBIX ONepaumini npu
HeakTyasnbHbIX KYC .

8.2. Cuema, onepayuu u 8sInucKu

RO. MpocmMoTp cnucka cHeToB/KapT/KOLLEeIbKOB BUPTYasbHbIX aKTUBOB (CTEMBKOWMH) M aKTyaIbHbIX
OCTaTKOB.

RO. WcTopma onepaumii ¢ punbTpamm 1 NOMCKOM; 0ToBparkeHme CTaTyCcoB onepauuii, rpynnmpoBskKa
nnaTexen.

RO. MpocmoTp u Bbirpy3Ka BbinUcok/uctopun B PDF, XLS, CSV.

RO. MpocmoTp cHETOB OpraHM3aLLMKM 1 UX OCTATKOB C y4EeTOM NpaB NOAb30BaTENA U €r0 PON.

R1. OTKpbITME c4eTOB/KapT/KOWENbKOB BUPTYabHbIX aKTUBOB (CTENOKOMH)

8.3. [Inamedicu u nepegodvi

R1. Me2Me nepeBoabl MeXAYy CBOMMM CHETAMM C Yy4ETOM KOHBEPTALMM C YCTAHOBAEHMEM M 3aMPOCOM
[0rOBOPHOro Kypca.

R1. MepeBoapl kKNMeHTam BaHKa No TenedoHy/cyéTy/KapTe.

R1. MexbaHKOBCKME Nepesobl (B T.4. N0 KapTe/TenedoHy) Npu Haandum cepsuca Yepes
Internal/External Gateway API.

R1. Onnata ycayr (KOMMyHabHble U NapTHEPbI) C MHOTOLLAroBbiM1 GopMamm; Wab1oHbI 1
aBTOMAATEXM.

R1. EAMHbIA NOTOK ONAaThl yCAYr (KOMMYHanbHble M napTHepsbl): 1) Mposepka (Baangaums/nonyyeHme
3a10/I3KEHHOCTM N0 BBEAEHHLIM AaHHbIM Yepes Internal/External Gateway API) - 2) MoatsepskaeHne
(oToBparkeHue UToroson cymmbl/kommuccum + SCA no npasmnam) - 3) Yek (KBUTaHUMA C
06A3aTeNbHbIMU PEKBU3UTAMM, CTAaTYCOM M BOZMOMKHOCTbLIO NOAENNTLCA/CKaYaTh).

R1. BO3MOXHOCTb COXpaHATb MaTeXK Kak WabaoH nocae ycnewHom onaaTbl U 3anyckaTb «BbICTpbIi
nnaTex» us wabsoHa (1 KAKK - NOATBEPKAEHME).

R1. Mopaep:ka «M36paHHOro» 1 «4acTo MCMOb3yeMbIX YCAYr»: CUCTEMA aBTOMATUYECKUN PaHKMpyeT
yCAyrn/nNpoBanaepos no 4acToTe 1 HedaBHOCTM UCMO/b30BaHMA, @ N0/1b30BaTe/Ib MOMKET 3aKPenuTh
(pin) n3bpaHHbIe yeayrn/wabnoHbl Ha rNaBHOM 3KpaHe.

R1. MpeaBapuTenbHoOe packpbiTMe KOMUCCUM A0 NOATBEPKAEHMA.

R1. PopmmpoBaHme YeKa/KBUTaHLMM C 06A3aTeIbHBIMU PEKBU3UTAMMU.
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R1. KnupuHr 1 Mpocc (Mpm BO3MOXKHOCTM NPUAOKMTb PDF [OKYMEHTbI MO NAaTexy)

R1. Moaaepskka MHOrOLIAroBOro NpoLecca CoracoBaHusa NaaTexKen (cosgaHme MHULMATOPOM,
noanucaHme oaHMm 1 6o1ee NoANMCaHTOM, MPOCMOTP cTaTyca 06paboTKM NaaTeXka, BO3MOMKHOCTb
OTMEHbI NaTeXen 40 NoANUCaHUS 1 40 OTNPaBKM Ha 06PaboTKY).

R2. MakeTHoe 3a4ncnenmne yepes 1 C.

R2. MexayHapoaHble naaTesu (C BO3MOMKHOCTbIO MPUA0KUTL PDF OKYMEHTbI MO NAaTexKy)

8.4. KoneepcuoHHble onepayuu

R1. MoKynka MHOCTPAHHOM BatOTbl 3@ HALMOHA/IbHYO BaOTy
R1. Mpopaaska MHOCTPAHHOWM BaNtoTbl

R1. KoHBepCcHA mexay MHOCTPAHHbIMKW BatOTaMM

R1. MepeBoa cpeaCTB MeXAY BaNOTHbIMU CHETAMM

R2. Co3paHume 3aABKM Ha KOHBEPCUIO

R2. MoaTsepxaeHue caenku

R2. OTmeHa 3asaBKM (eC/1M HEe UCNOIHEHA)

R2. MpocmoTp nctopum FX-onepaumi

8.4. QR-n1amedscu

R1. FeHepauwma cobectBeHHoro QR Ana npMema nepeBoaoB M ONaaThl.
R2. CkaHupoBaHue QR 1 dopmmpoBaHmMe nnaTexa/nepesosa.
R2. Nopnepskka cTaTycos QR-onepaluin (cozaaH/oxmnaaet/onnadyeH/oTKNOHEH).

8.5. Kapmui

RO. MpocmoTp KOpMOpaTUBHBIX KapT, MPMBA3AHHbIX K CHETaM OpraHn3aLmm

R1. MpocmoTp onepaumii No KOPNOPaATUBHbLIM KapTam COTPYAHMKOB

R2. YnpaBneHune KapToi: 610KMpOoBKa/pa3bioKMpOBKa.

R2. BbiNycK BMPTyasibHOM KapTbl M/MAK 3aKa3 GU3MUECKOM KapTbl, OTODOpakeHue cTaTyca.
R2. MepeBbInyck KapTbl B MHTEpPdECe.

R2. YnpaBneHune aMmutamm no KapTe.

8.6. /leno3umbul

R2. OTKpbITME, MONOMHEHWE M 3aKPbITUE AeN03MTa OHaMH.

R2. JocpoyHoe 3aKpbiTMe C aBTOMATUYECKMM NepepacyeToM NPOLEHTOB.
R2. KanbKynatop 40OXO4HOCTMW.

R2. BUTpMHa A0XOAHOCTW/MPOrHO3NPOBaHME.,

8.7. Kpedumui

R2. Moaaya 3aAaBKM Ha KpeauT 419 HopUANYECKOro n1ua

R2. KpeauTHbI KanbKyaAATOP M OLEHKA KPeAUTHOro noTeHumMana.

R2. YnpaBneHune KpeamTom: rpaduk noralieHms, oCTaToK, O0CPOYHOE NoraleHme, HaNnoMMHaHKS,
33710/15KEHHOCTb, HAYMCAEHHbIE MPOLEHTHI.

R2. Cnpasku no kpeauty/obopoTtam ¢ Bbirpyskom PDF.

R2. OTobparkeHne npeackopuHrosoro 6anna
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8.8. Bupmya/ibHble akmueul

R2. OTKpbITME/NPOCMOTP KOLLIENbKA BUPTYa/IbHbIX aKTUBOB (CTEMBAKOMH).
R2. MepeBos BMPTYyaibHbIX aKTUBOB.

R2. MMonosnHeHWe KowenbKa BUPTYya/lbHbIX aKTUBOB CO CBOErO CYETA.

R2. MononHeHWe KowenbKa BUPTYaIbHbIX aKTUBOB CO BHELUHUX MCTOYHWUKOB.

R2. ®opmnpoBaHMe BbIMMCOK MO ONepaumaM C KOLETbKOM BMPTYasbHbIX aKTUBOB.

8.9. baHKHOmMHbIe onepayuu

LATER. Co3aaTb 3aABKY Ha NOy4eHNE HA/IMYHbIX
LATER. Co3aaTb 3aABKY Ha BHECEHME HaIMYHbIX
LATER. 3aka3saTtb Ha/inuHble

LATER. 3aaBKa Ha MHKaccaumio

LATER. MicTopuma KacCoBbIX 3aABOK

8.10. lokymenmapHsie onepayuu (Topz2oebie onepayuu)

LATER. 3anBKa Ha BblMyCK 6AHKOBCKOW rapaHTum

LATER. 3adaBKa Ha M3MeHeHMe Uan NpoaeHNe rapaHTUm
LATER. 3anaBKa Ha OTKpbITME aKKpeaAnTMBa

LATER. 3aaBKa Ha U3MeHEeHMe YCNOBUI aKKpeanTMBa
LATER. Mony4yeHne MHGOPMALIMM O 3aKPbITUM aKKpeaAUT1Ba

8.11. I'ocycayau u unmezpayuu no aemo/wumpagam

R2. Foc-cepBuChl BKAKOYAOT: WTpadsl, aBTo-wWTpads! (MA4L4), Hanoru/rocnnatexu, nonydeHune/onnaty
FOCMOLIMH M CNPABOK (BCe NepeymncieHHble cLUeHapum) - UCKAtoUYMTebHO Yepes Internal/External
Gateway API.

R2. Moaaep:KaTb NOMAHbIN LMKA: NOMCK/NpoBEpPKa 0653aTENbCTB - 0OTOOpaXKeHNe HauncaeHnin/oeTanem -
dopmupoBaHmMe nNnaTexa - noaTeepKaeHne (SCA npu HeOBXOAMMOCTH) - MOAYYEHME CTaTyCa U
bopMMpoBaHMe YeKa/KBUTAHLMN.

R2. MoeHTudMKaTOPbI NOUCKa (HacTpamnBaemo no Tuny ycayri): MHH/nepcoHanbHbIin Koa, Homep
nocTaHoBAeHUA/WTpada, roCHOMEP aBTo, Cepus/HOMEpP AOKYMEHTa, MHble MAEHTUOUKATOPLI, KOTOpbIE
Bo3BpallaeT roc-APl yepes Internal/External Gateway API.

R2. [na Kaxaoro HaumcaeHusa/wtpada otobpakaTts: NonydaTenb/opraH, HasHayeHne, nepmoa/aaTa,
CYMMa, KOMUCCUSA (€CN €CTb), KPalHWMIA CPOK, CTATYC, YHUKANbHbIA MAEHTUOUKATOP HAYMCAEHUA,

R2. Mocne onnatbl - o6ecnevmTb NoSyYeHne NOATBEPKAEHNA OT roc-cepauca (Mpu HaAnYnm) 1
XpaHeHWe pesyabTaTa B UICTOPUM ONepaLLmii, BKAKOYAA MCXOAHbIE PEKBU3NUTBI U CTATyC
(Paid/Failed/Pending).

R2. Peructpaupa UM oHnanH (Npu HanuMumMm npolecca 1 nHTerpaumm Yyepes Internal/External Gateway
API).

8.12. KommyHukayuu u noddepicka

RO. Web Push-yBegomneHmna no cobbiTuam (MOCTyNAeHUs, MAaTexu, CTaTyCbl 3a8BOK).

RO. Kypcbl BantoT.

R2. BCTpOEHHbIN YaT/TUKETbI: YaT, BNOMKeHUs, SLA, nctopus obpatieHui.

R2. MexaHW3m yBeOMIEeHNH 06 n3meHeHUM TapmudoB He MeHee YeM 3a 5 KaseHaapHbIX AHEN.
R2. Kapta ATM u MNT BaHKa (OHAalH M3MEHEHMs NpK NnepemMelleHnn baHKkomaTa, TepmmHana)
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8.13. UX-mpe6osaHus

RO. [N1aBHbIM 3KpaH: OCTaTKM Ha cueTax/KapTbl/MocaeaHue onepauun, Liesesas 3arpyska < 2 CeKyHA,
NpWY HOPManbHOM CeTM.

RO. OTobparkeHune Kypcos BatoT

R1. MnaTex: He Bosee 3 Wwaros (BbIOOP - CYMMa - MOATBEPHKAEHNE), MUHUMYM NOEeN, aBTO3amnoHEHME
13 WwabnoHoB.

R1. FnaBHbIV 3KpaH cogepuT 610K «M3bpaHHoe/LlabnoHbl/HacTo ncnonbsyemblie» (00 N 31eMeHTOB,
N HacTpanBaeMo), NO3BOAIOLLMIM 3aNyCKaTb ObICTPbIe NaTeXM 6e3 Noncka no Aepesy yCayr.

R2. Moaaepskka TEMHOM TEMbI U PErYANMPOBKM pasmepa wpndTa (A0CTYNHOCTb).

R2. PEITUHT yCAYT: COPTUPOBKA MO YMOHAHMIO YUUTbIBAET NePCOHa/IbHYHO 4aCTOTY/HEeAaBHOCTb,
rnobanbHyto NONyAAPHOCTb (arpernpoBaHHYO CTAaTUCTUKY), @ TaKKe NPOMO-NpUopuTeTbl baHKa
(ynpaBnstoTca aMUHKOM).

8.14. llla6.10HbI, U3GPAHHOE, GbICMPble Namedcu U agmonjaamexcu

R1. Co3naHue wabnoHa: nocse yCcnewHon onepaumm KAMeHT MOXKET COXPaHnUTb WabnoH (Ha3BaHue,
KaTeropwusa, NpoBanaep, PeKBM3UTbI/MAEHTUOUKATOP, CYMMa MO YMOAYaHUIO - ONLMOHAbHO).

R1. YnpasneHue wabaoHamu: CNMCOK, NOUCK, peAakTUpOoBaHue, yaaneHne, nepeHoc B «M3bpaHHoey,
rPYNnMpoBKa No KaTeropmsm.

R1. BbICTpbIM NAaTeXK: 3anycK naaTexka M3 wabioHa B OAMH KKK ¢ 0683aTeIbHbIM 9KPaHOM
noATBepKAeHUA (Kommuceusa/utor/peksunsnTsl)  SCA no npaBuaam baHka.

R2. ABTONNATENKM: HACTPOWMKA PEryaapHbIX NaaTexken (pacnmcaHne, TMMUT CyMMbI, YBEAOM/EHWS
nepen cnnucaHnem, naysa/oTMeHa) ¢ *KypHa0M UCTIONHEHUIA.

R2. 3alUmMTa OT OWMNBOUYHBIX/AYDAUPYIOLLMX CIMCAHWUIA: MAEMNOTEHTHOCTb, NpeaynpexaeHue npu
NOBTOPHOWM onaaTe 0OAHOIO HauMcaAeHUA (ecam NpoBaiaep BO3BPaLLAeT UAeHTUOMKATOP HAaYNCAEeHWs),
3alMTa OT ABOMHOTO KAMKa.

R2. PelTuHr ycnyr/nposaiiaepos: popmmnpoBaHme 6aoKa «HacTo ncnonb3yemble» Ha ocHoBe (a)
yacrtoTbl, (b) HegaBHOCTH, (C) ycnewHoOCTN onepauuii; anropuTM PaHXUpPoBaHMA N Beca
HacTpanBaloTCA Yepes agMUH-NaHeNb.
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9. A AMMHHCTpPATUBHASA NaHeJIb

AOMWH-NaHeNb NO3BOMAET HAaCTPaMBaTh NapameTpbl UMPPOBOro KaHana bes3 yyacTua paspaboTkuy,
C pasrpaHMyeHMem npas v NOJHLIM ayaMTOM AeNCTBUA aAMUHUCTPATOPOB.

9.1. Kamasoe ycayz u napmHepos

R2. HacTpoika noaKAto4eHWI K MOCTaBLMKaM KOMMYHabHbIX YCYT M NapTHeEPam Yepes
Internal/External Gateway API (akTuBaLMA/QeaKT1BaLMA, NapaMeTPbl MapLLPyTU3aLMN).

R2. MocTpoeHrune 1 pelakTUPOBAHME «AepeBa YCYr»: KaTeropum - NOAKaTeEropum - npoBanaepsl -
NPOAYKTbI.

R2. KoHCTpyKTOp hOpM 0OMNaThl: MOAA, MaCKi/BannaaUmm, NoacKkasKui, 3aBMCHMbIE NOS.

R2. HacTpoiika cxembl npoBaiaepa: Kakue Wwarn 4oCTynHbl (MpoBepKa/NoaTBepskaeHMe/HeK), Kakne
nonsa 06sa3aTesIbHbl, Kak1e PeKBU3UTLI 10XKHbI ObITb BO3BPALLEHbI 417 YeKa/KBUTaHLUM.

R2. YnpaBneHune oTobpaxkeHNeM yCayr Ha BUTpUHe: «M3bpaHHble ycayrn baHKka», MPOMO-KapTOUKK,
NPMOPUTETbI KATErOPMIA, BECA PAHXMPOBAHMA A5 610Ka «HacTo Mcnonb3yembley.

R2. HacTpoiika nonmnTuK WwabaoHoB/aBToNAaTeXKeN: pa3pelléHHOCTb Mo TUNaM YCAYT, IMMUTSI,
HeobxoaumocTb SCA Npu UCNOHEHWM aBTONATEKA, YBEAOMNEHMS 10/NOCAE CNMCAHNA.

9.2. lumumul U hopo2u noomaeepircoeHus

R2. HacTtpoitka noporos RBA/SCA: pa3oBasi cymma, Cymma 3a Nepunos, KoNM4ecTBo onepaLmin, HoBbIM

nony4vyartenb 1 4p.
R2. HaCTpOlZKa MO/1Ib30BATE/ILCKUX TMMNTOB B PaMKax MOJINTUK HaHKa.

R2. YnpasneHune npasuiamm 06a3aTeNbHOro NoATBEPKAeHUA (2FA) U cLeHapuaMM 0TKas3a/yaepKaHus.

9.3. KohmeHm u ygedom.1eHuUs

R1. LabnoHbl yBegomneHnit (push/SMS/e-mail/in-app) ¢ asbikamu (RUS/KG/EN) 1
BEPCMOHMPOBAHMEM.

R1. CMS-KoHTyp baHHepoB/obbsaBAeHUI ¢ deep-links 1 TapreTuHrom.

R1. MexaHn3m obA3aTesIbHbIX YyBEAOMAEHWI (Hanpumep, Tapndbl) U NOATBEPKAEHWE NPOUTEHMA.

9.4. AHmu¢pood u Manual Review

R2. YnpasneHue aHTUdPOA-NpaBuaamm: BKIOYEHME/BbIKIIOYEHWE, MOPOrY, MaTpuLLA AEACTBMI
(allow/step-up/hold/block/manual review).
R2. Oyepeab py4Horo pasbopa, pukcaumsa peleHnin, KommeHTapum, SLA.

9.5. Aydum admuH-deticmauti

RO. Bce ameHeHUs B aAMUH-NaHEeNN A0/KHbI IOrMPOBaTbCA: KTO/KOrAa/uTo U3SMEHWU, 3HaYeHus
po/nocne.
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10. UHTEerpanun

MpuoputeTbl: RO (obasaTtensHo ana MVP B 1 mec.), R1 (BaxkHO ans penusa 2-3 mec.), R2 (ana

pennsa 4-6 mec.).

10.1. O6wue mpe6o8aHus

e EaunHbIN KOHTpaKT: REST/JSON nosepx HTTPS (unum ctaHaapt Internal/External Gateway API) ¢

BEPCMOHMPOBAHMEM.

o Koppenauma: Correlation-Id n Request-Id Bo Bcex Bbi3oBax.

® laemnoTeHTHOCTb: Idempotency-Key ans onepauuii, BAMAOLWMX Ha GanaHc/cTaTychl.

° EnmHaa moaenb OWMBOK M YeNI0BEKO-YMTAEMbIE COO6LLI,€HVIF|.

e [lapameTpuayemble TalmayTbl/peTpan n AeTePMUHMPOBaHHbIE GUHA/bHbBIE CTATYChI.

10.2. locuueckuii kama.i02 uHmezpayuti

Huxe npuBeaéH NOTMYECKUA KaTasor MHTerpaLUnin Ha yposHe gomeHoB. dusmyeckune endpoint’sl,
CXeMbl 3anpocoB/OTBETOB M KOZOBble CMPaBOYHMKM OLIMOOK ABAAIOTCA YaCTblo MHTEPDENCHBIX
cneunduraumin Internal/External Gateway API. [1na Ka)kaoro gomeHa 06a3aTeNbHO GUKCUPYIOTCS:
koppenaums (Correlation-ld/Request-Id), naemnoteHtTHOCTb (ldempotency-Key) ans onepauuii
CnncaHnA/M3MeHeHMA CTaTycoB, TalMayTbl/peTpan U dMHaNbHAA MOAENb CTATyCOB.

KoHTyp / | CueHapun Tun 0O6s3atenbHbl | TalimayTbl | MogemnoteHTHOCTL  /
MHTErpauma (sync/ | eonepauuu | /petpan | cTaTychl /
(yepes async) (HacTpams | npumeyaHus
Internal/External aemo)
Gateway API)
Identity & Auth | SMS-OTP, sync InitiateOtp, P95 < 500 | Device binding;
(Internal/Extern | nogkntodeHme/cm VerifyOtp, Mc (read), | AMMUTBI MOMbITOK;
al Gateway APl) | eHa TOTP EnrollTotp, < 2-3 c | BNOKMPOBKMU; KypHan
(Google Auth) VerifyTotp, (challeng | cobbiTnit
e); H6esonacHoOCTH
peTpau
TO/IbKO
Ha
TeXHUYec
Kne
oWnbBKM
CBS/Core Cyeta, ocTaTky, | sync + | GetAccounts, | Create: CreateTransfer
banking BbIMMUCKN, async | GetBalance, | TaimayTt | cTporo no
BHYTPEHHME ctaTyc | GetStatemen | £ 5-10 c; | [dempotency-Key;
nepesoapl bl t, peTpau c | cTaTychbl:
CreateTransf | backoff; Accepted/InProcess/
er, read <2 ¢ | Completed/Rejected
GetTransferS /Unknown
tatus,
GetCustomer
GetCustomer
Info
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Card Processing | KapTbl, numuThl, | sync + | GetCards, Create: < | ldempotency Ha
BbIMUCKM no | async | GetCardLimit | 5-10 c; | CreateCardTransfer/
KapTam, cTaTyc | s, read < 2 | SetCardLimits; ayauT
card-to-card bl SetCardLimit | c; peTpau | U3SMEHEHMIA NMMUTOB
(echn pocTynHoO), S, no
H610KMpOBKa/pas GetCardState | nonntmke
O6/10KMPOBKa ment, INTERNAL
CreateCardTr | /EXTERN
ansfer, AL
GetStatus GATEWA
Y AP|
CRM Nnapi/obpalleHn | sync Createlead, < 2 c|- yCuAeHHasn
A, CEerMEHTb! GetClientFlag | petpau npoBepKa/aHTUdpoa,
s orpaHuye | ; ayaut ao/nocne
Hbl
AML / Black list | MpoBepkn no | sync ScreenClient, | £ 2-5 c | Pe3ynbTaThl
screening KAneHTy/nonyyat ScreenCount | (no  SLA | CKpUHUHTa
ento/cuéty, dnaru erparty, INTERNAL | kawmnpytotca ¢ TTL;
PUCKa, pelleHuns GetRiskFlags | /EXTERN | obszaTenbHan
KOMM/laeHca AL TpaccMpoBKa
GATEWA | peweHuns
Y API);
peTpan
orpaHuye
Hbl
Anti-Fraud Risk scoring no | sync + | Evaluatelogi | < 1-2 c; | Decision obssateneH
Engine cobbITUAM async | n, peTpan nepen  KpPUTUUYHbIMMU
Bxoaa/onepaumin, | (hold) | EvaluateTran | TonbKo Confirm; XPaHUTb
pelleHmn saction, npu  Tex. | reason codes
allow/step-up/ho GetDecision, | cbosax
Id/block/manual ResolveHold
review
Foc-cepsuchl Mownck sync + | Check, Check < 5 | Confirm CTPOro
(MVP: HaYMCAeHUN, async | Confirm, C; NOEMMNOTEHTEH;
WwTpadbl/aBToO-W | NPOBEpPKa ctatyc | GetStatus Confirm < | duHanbHbIE CTaTyChbl
Tpadbl/Hanorn/c | pekBM3nTOB, bl 10 C; | nyek obAzaTeNbHbI
npaBKK) onnara, cTaTyc peTpan
no  Tex.
ownbKam
KommyHanbHble | EamHbii notok: 1) | sync + | Check, Check <5 | Idempotency Ha
M napTHepckue | nposepka - 2) | async | Confirm, C; Confirm; Yyek
YCAYU noarsepxaeHune | ctatyc | GetStatus, Confirm < | cogep*ut
- bl 10 c; | obaAzaTenbHble
peTpan PEKBU3NTBI
no  Tex. | (aAMMH-HaCTpoOlKa)
ownbKam
Ysegomnenusa /| SMS-OTP, async | SendOtp, < 2-5 ¢; | /IumnTbl  paccbiioK;
OTP push/in-app, VerifyOtp peTpanm c | 3awmTta OT brute
e-mail; WwabnoHbl; (yepes DLQ force; TPENCUHT
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KYPHaN 40CTaBKM ldentity), end-to-end
SendNotificat
ion,
DeliveryStatu
s
DNeKTPOHHaA MNoanuncaHue sync + | PrepareDocu | £ 10-30 c | XpaHuTb
noanucb [lOroBOpOB/3asBo | async | ment, Sign, | Ha cepTMdUKaTHyto
(SES/AES/QES) K/nopy4eHuit, (ctaty | Verify, noAnuchb | Uenodky, timestamp,
npoBepKa Cbl GetSignStatu | (no X3,
noanucu, TSA noanu | s, Timestamp | npoBaia | AOKa3aTeNbCTBa;
cu) epy); peecTp
peTpau noAnMCcaHHbIX
OCTOPOX | JOKYMEHTOB
HO
Open APl | Consent, scopes, | sync CreateConse | <2 c; rate | OAuth2/0IDC; KBOTbI
Gateway A0oCTyn K nt, limits no
BanaHcam/Bbinnc Activate/Rev | obasaTen | client_id/consent_id/
Kam ana okeConsent, | bHbl IP; ayamT wu security
BHELWHMWX Token, events
KANEHTOB GetAccounts
/Balance/Stat
ement
KoHTyp HasHayeHue Yepes MpmeyaHus
Internal/External
Gateway API
ABC CyeTta, OanaHcol, | da Yepes TpaH3aKLUMOHHOEe
NPOBOAKM, A4p0.
BbINMUCKN,
KpeauTbl/aenosnt
bl.
Processing/KapTbl Kaptbl, anmutel, | da PCl-KOoHTYp oTAEe/IbHO.
PIN, TOKeHM3aumA.
CRM Mpodunb, 3aaBkK, | [a EamHbIN npodunb.
nmapl,
KOMMYHWKaLMN.
AML/Black List MpoBepKn Ha Bansaet Ha RBA.
nonydyatenei/one
pauum,
cTon-paKTopbl.
Foc-cepBuChI LWTpadbl/Hanorn/ | Oa Mo AoCTynHOCTK.
CnpaBKuK/aBTO-CEP
BUCHI.
SMS/Push npoBaiaepsl OTP n | da Pe3epBupoBaHue
yBEAOMNEHMA. npoBalaepa.
Fraud-prevention system | AHTudpoa Ha Cuctema Ha cTaamm
cucTema 3aKyMKM

10.3. Ckeo3Has1s mpaccupoeka

e R2.CksosHol Correlation-ld oT kaneHTa go Internal/External Gateway APl 1 o6paTHo.
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R2. CoxpaHeHue request/response payload ¢ macKnMpoBaHMEM YyBCTBUTE/IbHbBIX AaHHbIX.
R2. Moanepskka distributed tracing (no BoO3mMoXKHOCTH).
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11. TpansakuuonHoe saapo B0 (Transaction Core)

MpuoputeTbl: RO (obasaTtensHo ana MVP B 1 mec.), R1 (BaxkHO ans penusa 2-3 mec.), R2 (ana
pennsa 4-6 mec.).

11.1. HazHayeHue

TpaH3akuMoHHoe Aapo obecneumBaeT 6Ge3onacHoe, WAEMNOTEHTHOe W Habaogaemoe
nposeaeHne onepaumii ¢ ABC 1 KapTodHbIM moaynem Yepes Internal/External Gateway API.

11.2. Cmamycsl onepayuu

Cratyc OnucaHue

Created Co3pgaHa v BaanampoBaHa.

RiskCheck BbinosiHeHbl aHTMdpoa/AML npoBepKy.

Confirmed MNoaTtsepaeHa KaneHTom (2FA).

Executing NcnonHaeTca B ABC/Processing Yyepes
Internal/External Gateway API.

Succeeded YcnelHo 3aBeplieHa, KBUTaHUMA chOopMMpPOBaHa.

Failed OTK/IOHEHa C MPUYMHON.

Reversed KomneHcuMpoBaHa/oTMeHeHa Mocae 4acTUYHOTO
BbIMO/NHEHNSA.

ManualReview TpebyeT py4Horo pasbopa.

11.3. TexHuyeckue mpe6o8aHus

e R1. [leaynavKauma U MOEMNOTEHTHOCTb Ha ypoBHe B/, (YHWKasbHble KAOUM B pa3pese KANEeHTa U
onepaumm).

e R1.TONHbIA ayanT M XPaHEHUE TEXHUYECKMX AeTanel (C MaCKMPOBaAHNEM).

e R2.Outbox/Inbox, petpau ¢ backoff, DLQ/Manual Review ans HepaspeLMmMbIX OLLNOOK.

e R2.Csepka ctatycos (reconciliation) npu HeonpeaeneHHocTn oTBeTa OT Internal/External Gateway
API/63KkeHa08.
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12. Open API ay1a UBIOJI (6a/1aHC M BBIIIMCKH )

[aHHble pasgen VMEeeT HU3KUMI  NpUopuUTeT, HOo OyaeT NpeumyllecTBOM Npu  HaMdmn
3anpalmBaemoro GyHKLMOHaNa

12.1. PyHKyuu

e [lony4yeHue CnucKa cYeTos.
e [lonydyeHune BanaHca/00CTYNHONO OCTaTKa Mo cyerty.
e [lonydeHune BbINUCKK/onepauuii 3a nepuog, (narmHaums, GunsTps).

e Webhook o noctynneHun/MsameHeHnn cTaTyca onepaumm.

12.2. bezonacHocmb

e (OAuth2/0IDC c scopes 1 Cornacuamm KameHTa.

e mTLS u/mnm noanmncaHHble 3anpockl Mo NOAUTUKE HaHKa.
e Rate limit, KBOTbl U MOHUTOPWHT 3710yNOTPEDAEHU.

e [lonHbIM ayauT Bbi3oBoB Open API.

12.3. lompe6Gumenu, coeaacusi U #cu3HeHHbsll yukja docmyna

o [loTpebutenn Open API: (a) napTHepcKMe dUHTEX-CepBUCHI/arperaTopsl, (6) KopnopaTUBHbIE KAUEHTbI
N UX YYETHbIE CUCTEMDI, (B) BHYTPEHHME NPOAYKTLI baHKa (ecaun TpebyeTca eaAnHbIN NYBAMYHBIN WAO3).

e Bblgaya AOCTyNa - TONbKO MO COTNACUAM KaMeHTa (consent) Yepes LuMppoBoM KaHan baHKa: KAMeHT
BbIOMpaeT cyeT(a), nepnoa/Tmn AaHHbIX M 06bem npas (scopes).

o Cornacue MMeeT KM3HEHHBbIN UMKA: CO34aHO - aKTUBHO - MPMOCTAHOB/IEHO - 0TO3BAHO/WUCTEKNO; KAUEHT
MOXKET yNpaBAsaTb cornacuamm B npodune (NPocMoTp, OT3bIB).

e  (OAuth2 Authorization Code + PKCE ans KAneHTCKMX CLeHapueB; cepBuc-K-cepaucy (B2B) -
client_credentials + mTLS/noanunck 3anpocos No nNofnTHKe.

12.4. Keombl, aumumsl U 3Kcnayamayust

e Rate limiting n kKBOTbI Ha yposHe API Gateway no client_id/consent_id/IP (HacTpansaemo).
MUHUMaNbHbIM Nnpoduab ans MVP: numuT 3anpocos + burst control + 3awmTa ot
nepebopa/ckaHMpoBaHMA.

e [loroBopHas mMofesb: Tapudbl/KBOTbI (€CIM NPUMEHAETCA) NPUBA3bLIBAIOTCA K
NPUNOKEHNIO-NOTPEebUTENIO; NOAAEPHKKA MOHUTOPMHTA M a/1epPTOB MO NPEBbLILLEHMIO KBOT.

e BepcuoHuMpoBaHue APl 1 0bpaTHana COBMECTMMOCTb: AenpUKaLMn TONbKO C YBEAOMIEHNEM U
nepuroaomM MUrpaLImn.

e [loMHbIN ayAMT: KTO 3anpallnBan AaHHbIe, Kakue cyeTa/Neprobl, Kakmne SCopes; XpaHeHue S10ros no
npasmaam KoMnaaeHca.
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13. CoBMeCcTUMOCTb C aHTUDPOJ,

AHTMOPOA-KOHTYp peanusyeT MNoBeAEHYECKUIM aHanu3, puck-npoduamposaHune u decisioning
(allow/step-up/hold/block/manual review) B npunssaske K onepauusm n cobbiTuam 6e30nacHOCTU.
MpeactaBneHHble HUXKe NyHKTbl 11.1 1 11.2 umeroT npuoputeT R1.

13.1. Kpumepuu

1. AHOMaNbHaA YacToTa TPaH3aKUMI (PE3KMIA POCT KOMYECTBA UCXOAALLMX/BXOAALMX ONepaLmit).
2. [pynnoBaA aHOMasnbHaA aKTMBHOCTb (POCT aKTMBHOCTM TrpPynnbl KJAMEHTOB MO CXOXWUM
napameTpam).

3. AHOMa bHbIN pa3mep TPaH3aKUMK (HETUMMYHbBIE CyMMbl/KaTeropun).

4. AHomanbHan reorpadus (IP/HoBoe ycTporicTteo/VPN/npokcn).

5. AHOManbHOEe Bpems onepaumui (HeTUNMYHOE BPeMaA CyTOK/AeHb Heaenn).

6. MHOrokpaTHble HeyAaYHble NOMbITKM BXOAa.

7. 4acTad cMmeHa KOHTaKTHbIX AaHHbIX Nepes KPYNHbIMU TPaH3aKUMAMM.

8. CoBnageHune C N3BECTHbIMM CXeEMaMM MOLIEHHMYECTBA.

9. YacTble BO3BpaThbl/OTMEHbI.

10. MNogo3puTenbHble NOAyYaTENN.

11. ApobaeHne Ha MHOMKECTBO MoJiyYaTeneu.

12. AHOMaNbHbIE MCTOYHMKM NOMNOJHEHMA.

13. YacToe npuBs3biBaHME/0TBA3bIBAHME KapT/aKKayHTOB.

14. AHOManbHble U3MEHEHMA B PEXKMMAX A0CTyna (HOBble cnocobbl aBTOpM3aLmMm).
15. HecooTBeTCTBME aHKETHbIX AaHHbIX YacToTe/cyMmam onepaumii.

16. BbicTpoe apobneHne/yKpynHeHne C BbIBOAOM B ApYron DaHK.

17. lononHeHWe KapTbl Pa3HbIMM AMLAMU C NOCAEAYIOLIMM BbIBOAOM.

18. Onepaunn Bbille YCTaHOBAEHHOIO KOPNOPaTMBHOrO IMMKUTA.

19. Onepaumm BHe paboyero BpemMeHn opraHnsaumm

20. Onepaymn c HOBbIMMK NOSIyHaATENAMM

21. VIHble KpuTepumn baHKa.

13.2. [Ioddeprcka anmughpod onepayuil

o ALLOW - paspewunTs.

e STEP-UP - 3anpocuts 2FA/TOTP.

o HOLD - 3aaeprKKka 1 4ONO/IHUTENbHAA NPOBEpPKaA.
e BLOCK - 6/10KMpOBKa onepaLmm/ceccun.

e MANUAL REVIEW - py4yHol pasbop.
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14. ’KypHasiupoBaHHe U ayAUT

14.1. Co6bitmus, nodaexcaujue 102Upo8aHUI0

e RO. Bxoa/Bbixo, cMeHa naposs, cMeHa bakTopos 2FA, npuBasKa/0TBA3Ka YCTPOMCTBRA.

e RO. M3meHeHMsa Npoduna (KOHTaKTbl, NacCMOPTHbIE AaHHble, cornacus).

e RO. ADMUH-AENCTBUA (M3MEHEHME TMMUTOB, NPaBuWA, Aepesa YCayr).

e RO. MHTerpaupmoHHble Bbi30BbI (request/response meTagaHHble, TAMMUHIM, KOAbl OWMBOOK) - C

MaCKMpoBaHMEM YyBCTBUTE/IbHbIX AaHHbIX.

e R1.CosgaHune/noarsepxaeHne/vcnonHeHne GruHaHCOBbIX ONepaLmii n Ux CTaTyCbl.

o R1.CobbiTna aHTUdpoaa (cpabaTbiBaHMA NpaBuU, pelleHus, Kelcbl manual review).

14.2. Ampu6ymel JcypHaaa

e RO. Timestamp (UTC u nokanbHasa 30Ha), TMn cobbitus, yposeHsb (INFO/WARN/ERROR), pesynbTaT

(success/fail), kog, olwMBKK/NpUUMHA.

o RO. MaeHTMduKaTOopbl: client_id (BHyTpeHHWMI), username/phone (MackupyeTca), session_id, device_id

(stable per device binding), correlation_id/request_id, idempotency_key (ana onepaumit).

e RO. ATpmnbyTbl ycTpoiicTBa/cpeapl: Moaenb ycTporcTea (ecaun goctynHo), OC 1 Bepcus,

bpaysep/nBWKOK, app/pwa version, A3biK/N0Kanb, timezone, paspelleHne 3KpaHa, NPU3HaKK

amynaTopa (best-effort).

e RO. Cetesble aTpubyThl: IP, ASN/nposaiiaep (ecam goctynHo), Tmn cetu (wifi/cell), npusHakm

VPN/Proxy/Tor (best-effort), reo-cTpaHa/ropoa (no noantuke), user agent (NoAHbIN).

o RO. ATpnbyTbl ayTeHTUDMKaLMKN: MeTod Bxoaa (naponb+SMS/TOTP/WebAuthn), dakT step-up,
KO/IMYeCTBO MOMbITOK, pe3yabTaT NpoBepku device binding, puck-ckop (ecam npumeHMmo).

e R1. s dMHAHCOBbIX onepaLmii: pekBmsuTbl (mackuposaTb PAN/PII), cymmbl/BantoTbl, KomUccus,
nonyyaTens (MAeHTUGUKATOPBbI), CTaTyCbl MO CTaAMAM

(MHMUMMPOBAHO/NOATBEPKAEHO/UCMONHEHO/OTKNOHEHO), CChINKM Ha YeK/JOKYMEHT.

Mone

OnuncaHue

Correlation-ld / Trace-Id

CKBO3HaA Koppesnauma no BCeM CepBMCaMm M
INTERNAL/EXTERNAL GATEWAY API.

Request-Id

M OeMnoTeHTHbIM MAEeHTMdKUKATOp 3anpoca B
paspese KAneHTa.

Client-1d / User-1d

NaeHTMdMKaTOp KNMeHTa (1M ceccum).

Channel Web / PWA / Open API.

Device info OS, Bepcua, moaenb, appVersion, browser (ana
PWA), deviceld/fingerprint.

Network IP, ASN (ecnn goctynHo), VPN/proxy flags, reo
(ecnu paspelieHo).

Operation Tun onepaumun, cymma/BantoTa, noaydatens (8
MacCKMpPOBaHHOM BUAE).

Result CraTyc, koabl owmnbok, latency, retry count.

14.3. [lapamempbol XpaHEeHUA /10208

e RO.Jloru xpaHATcA He meHee 2 neT (MK A0NbLIE - ECAIN CPOK XPaHEHWUA NePBUYHbIX AaHHbIX bosblie).
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R2. 3awmTa OT yaaneHus/MmoanduKaLmMm, KOHTPO b MOMbITOK OTK/OUYEHMS KYPHAIMPOBaHNA KakK
MHUMAEHTA.

R2. ExxegHEBHbI MOHUTOPWHT IOFOB 1 pearMpoBaHMe Ha HeCTaHAAPTHbIE CUTyaLMM.

15. KommiiaeHc 6J10K

15.1. llepcoHabHbIE daHHbIE U co2adcusl

RO. LleHTp «Cornacua v npMBaTHOCTb»: XpaHeHWe GaKTa cornacua, BepCua TeKCTa, BPeMSA, KaHall.
R1. lWundpoBaHue npu nepeaade (TLS), MUHUMM3aLMA xpaHeHus M/ Ha ycTpoicTae.

R2. BO3MOXXHOCTb NPeaocTaBUTh CybbeKTY MHDOpMaLMIO 0 Hannuumn/obpaboTke ero MM v AOCTYN K
HUM (BbIrpy3Ka/npocmoTp).

15.2. AML/CFT u apxue

RO. XpaHeHue KANEHTCKUX 40Cbe/AO0KYMEHTOB M AaHHbIX MO ONepauuam He MeHee 5 et nocse
NpeKpalleHns oTHoLWeHWI/pa3oBoi onepauuu.

RO. XpaHeHwne conpoBoxaatoLen MHGOpMaLMm NO 3NEKTPOHHBIM NepeBoaam
(oTnpasuTens/nonyyaTens) Takke He meHee 5 feT.

RO. MexaHu3mbl BbIBOPKM/3KCNOPTa MO 3aNpocam KOMMAaeHca 1 perynatopa.

15.3. 3InekmpoHHas nodnuco

RO. Nopaepskka 3 ana cornacuin/3ansok/norosopos.

R2. DNeKTPOHHbIM peecTp AOKYMEHTOB, NoANMCcaHHbIX I[T.

R2. Bbirpyska 4OKYMEHTOB MO/1b30BATENO U YIOJIHOMOYEHHbIM MOAPA3AENEHUAM.

R2. Mogenb 3M BkAtoyaeT ABa ypoBHA: (1) MpocTtas 30 (SES) - noaTBep:KAEHNE IOPUANYECKM
3HauMmoro gencrena yepes SCA (SMS-OTP/TOTP/biometric) ¢ duKkcaumen AokasaTenbHoM basbl (time,
device, IP, document hash); (2) YcunenHasa/ksanuduumposarHana 30N (AES/QES) - npu noanucaHmnm
[lOroBOPOB/KPeaANTHbIX OKYMEHTOB, eC/iM TpebyeTcsa 3aKoHO4aTeNbCTBOM/NMOANTUKONM BaHKa.

R2. Ans dpmsmueckunx nuu (retail): noatsepraeHMe LOPUANYECKM 3HAUUMBIX AEMACTBUIA 1
BbICOKOPUCKOBbIX onepaLmii BbinonHseTca Yepes SCA (SMS-OTP unm TOTP/Google Authenticator, npu
Hann4Ynm - BUomeTpus ycTporcTea). TpebosaHne SCA HacTpamBaeTcA No NOPOram
CYMMbI/KONIMYeCTBa/pPa3oBoi CyMMbl M MO TUMY onepaumm (B agmMuH-NaHenn).

R1. Ona NBKO/: nogaepaTb MHOrO-NOANMCAHTHbIN npouecc (MHunumaTop + 1..N
NOANMCaHTOB/YTBEPKAAIOLLMX) B 3aBUCMMOCTM OT HAaCTPOEK OpraHM3almm, Npas No/b30BaTenein 1
Noporos cymm. BapumaHThbl: (a) eanHONMYHBIN noanucaHT; (6) ABa noanucaHTa (MoanucaHT-1 m
MoAanuncaHT-2) nocneanoBaTelbHO MK NapannenbHo; (B) pacwnpeHHas cxema N-of-M (onumoHanbHo).
R1. nA topnanyeckmx 11l 40MKHa NOAAEPKMBATLCA HACTPOMKA IMMUTOB NOAMMCAHNA NAATEXKEN B
3aBMCMMOCTM OT CYMMbI OnepaLmm n poan Noab3oBaTens.

R1. MeToap! noaTsepaeHUa/noanucarms ana op. anu: TOTP/Google Authenticator (kak SCA) n/unu
AES/QES (kBannduumposaHHan 3) yepes nposanaepa. MapameTpbl MBHOJ1 4oNKeEH NO3BONATD
Ha3Ha4yaTb TPebyembl MeToA No TUMY onepaumm u cymme (Hanpumep: 4o nopora - TOTP, Bbilwe nopora
- QES 06A3aTeNbHO A1A OAHOMO UK BCEX MOANMCAHTOB).

R1. MapameTpbl NOANMCAHMA HACTPAMBAETCA B aAMUH-MAHENN: MaTPULA «TUM OnepaLmm X cymma X
Ba/ItoTa X TUN KaueHTa (PJ1/H01) x ponb/npasa» - Tpebyemoe YMCAO NOANMUCAHTOB, MOPALOK
(seq/parallel), ponyctumblie meTtoabl (SMS/TOTP/QES), Bpems sKM3HM 3aABKM Ha NOANMUCL, NpaBuaa

OTMeHbl/nosTopa.
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R1. CocToaHMs 418 KOpNopaTUBHbIX 3aaBoK/onepaumit: Draft - PendingSignatures - PartiallySigned
(ecnu seq) - Signed - SentToProcessing - Completed/Rejected/Expired/Cancelled. Bce nepexogpi
bUKCMpYIOTCA B ayanTe; MHMLMATOP BUAMUT KKTO/KOrda NOANMCaN/OTKAOHUA» U NPUUNHY.

R1. Mposaitgep 3M: sHewHAA cayskba/nposainaep, BbIopaHHbIN BaHKOM 1M MHTErPMPOBaHHbIN Yepes
Internal/External Gateway API (cloud signing unu Bbigaya/nposepka ceptudurraTtos). Moanucs
BbINOJIHAETCA B 3aLUMLLEHHOM KOHTYpe (HSM/Key Management) no nonutuke WB.

R1. ®opmaTbl JOKYMEHTOB M noanuck (MmHumym): PDF/A + PAJES ana gorosopos/KeutaHuming XML +
XAdES ans obmena c roc-cepsucamm; CMS/PKCSH7 + CAdES a8 BAOXKeHHbIX AaHHbIX. [oaaep»kKa
OTMeTKM BpemeHn (TSA) M NpoBepKM BaUAHOCTM NOAMMUCHK.

R1. PeecTp noanucaHHbIX AOKYMEHTOB: XPaHWUTb JOKYMEHT, XL, TUMN NOANUCK, UAEHTUGUKATOP
ceccumn/consent, Lenoyky cepTuduKaTos, timestamp, CTaTyc NPOBEPKMU, @ TaKKe CCbIIKM Ha COBbITUA
ayamuTa.

R1. Monb30BaTENbCKMI NOTOK: NPeABapUTENbHbIA NPOCMOTP - NOATBEPKAEHWE COrnacKs/noanmucaHms
- NONIyYeHMe pesynbTaTa - 4OCTyN K JOKYMEHTY (CKavaTb/NoaenmnTbea) u McTopua noanmcaHmnii.
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16. He¢pyukuuoHaibHble Tpe6oBaHuA (NFR)

16.1. IlIpou3zeodumes1bHOCMb

R2. PacyeTHan Harpyska aa1a MVP: > 100 000 akTuBHbIX KAneHToB (MAU). NMnkosasa puHaHcoBas
HarpysKka: 30—100 TpaH3akumit/cek (TPS) Ha ypoBeHb naaTdhopmbl; cLueHapumn YteHus (banaHc/vctopus)
LOMKHbI MaclTabrpoBaTbCd MUHUMYM A0 5% oT TPS.

R1. FnaBHbIN 3KpaH: LeneBoe BPpeMsA 3arpy3kmM < 2 CeKYHA, NPY HOPMasibHOM CETU U NPOrPETOM K3Lle.
R1. APl-naTeHTHOCTb (p95): Ans YTeHna AaHHbIX < 500 MC; AN KPUTUYHBIX onepaLmii - No
cornacosaHHbIim SLO.

R2. NMoaaepskka MUKOBbIX Harpy3ok (MaccoBoe NoAK/IlYeHNe, Ce30HHbIe MUKK); 0bs3aTeNbHOe
Harpyso4yHoe TecTupoBaHme (2—3X OT OXKUAAEMOMN Harpy3KK).

Llenesble nokasaTenn SLA/SLO (YTOUYHAIOTCA B paMKax Harpy3o4HOro TeCTMPOBaHMA U NMIOTA):

MNokasarenb Liens (MVP) MpumeyaHue

AKTMBHbIE KAneHTbl (MAU) > 100 000 Mpn HeobxoaMMOCTU pacLIMpseTcs
6e3 M3MeHeHUA APXUTEKTYPBI
(ropusoHTanbHOE
MaclTabupoBaHue).

MnKoBanA Harpy3Ka TPaH3aKL MM 20-80 TPS ®urHaHcoBble onepauum

(nnateskm/nepesoabl).  YTteHune -
MUHUMYM 5% TPS,

JNlaTeHTHOCTb AP| yTeHus (p95) <500 mc banaHc/cnucok cyeTos/uUcTopUA Mnpwu
NPOrpeTom Kaue.

JIaTEHTHOCTb KPUTUYHbLIX onepaumni | < 2-3 cek Jo CTaTyca

(E2E) «MPUHATO/MOATBEPHKAEHOY;

®OUHANbHBIM  CTAaTyC MOXKeT ObiTb
ACUMHXPOHHBIM.

HocTtynHocTb nnaTdopmbl (SLA) > 99.9%/mec MnaHoBble  OKHa  0bCAyKMBaHMA
OroBapmBatoTCA OTAE/bHO.

Owmnbka cepsepa (5xx) Ha KpUTUYHBIX | < 0.1% SLO; anepTbl NPU OTKNIOHEHWW.

API

RTO / RPO <30 MUWH /<5 MuH Ona  TpaH3aKUMOHHbLIX  AaHHbIX U

K/TKO4EBbLIX CEPBUNCOB.

16.2. locmynHocmb

RO. PWA offline: KoppekTHasa paboTa npun HecTabuUaAbHOM CETU M K3LW «NOCAeAHMX U3BECTHbIX AaHHbIX»
ONA K/K0YEBbIX SKPaHOB.

R2. doctynHocTb (SLA) cepBepHol YacTu: = 99.9% B mecaAl, (N1aHOBble OKHA - OTAE/bHO MO
pernameHTy). Llenesoit SLO: error rate < 0.1% (5xx) Ha KpUTUYHbIX APIl; RTO < 30 MmHYT, RPO £ 5 MUHYT
(N8 KPUTUYHBIX TPAH3aKUMOHHbIX AaHHBbIX).

R2. Graceful degradation: npu HeLOCTYNHOCTM YacTW MHTErpaLMii NOAb30BaTE b NOYYAET MOHATHbLIN
CTaTyC M BO3MOXHOCTb MOBTOPUTL MO3MKE.

16.3. bezonacHocmb

RO. Cootsetctare OWASP MASVS/ASVS (Kak MuHMMYM 6a30Bble TpeboBaHus).
RO. TLS 1.2+ (pekomeHayeTcs TLS 1.3) Be3ae, HSTS, koppekTHbIl TLS-hardening. Ana Web/PWA
certificate pinning He noaaepKMBaeTCsA CTaHAAPTHLIMK Bpaysepamu; 3atmTa oT MITM
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obecneumsaetca yepes ctporuin TLS, HSTS, Certificate Transparency-monutopuHr, WAF/Anti-Bot 1
obsazatenbHblin WebAuthn an1a KpUTUYHBIX 4EACTBUNA.

e RO. MackupoBaHme Y4yBCTBUTE/IbHbIX JAHHbLIX B 10raX, IKPaHax U Npu WEpPUHTe.

e R1.3awumra oT MITM/Replay: nonce/timestamp/noanuncy 3anpocos 418 KPUTUYHbIX onepauuii (no
COrNacoBaHMio).

e R2.TaK KaK orpaHM4YeHus CKPUHLLIOTOB M overlay-aeTekTMpoBaHmue He MOryT ObiTb rapaHTMPOBAHHO
obecneveHbl 8 Web/PWA. 114 3aLWMUTbl aHHbIX Ha YYBCTBUTE/IbHbIX SKPaHaX MPUMEHSIOTCA:
watermark/mapKMpoBKa, MacKMpoBaHMe JaHHbIX N0 ymondaHuio (show-on-hold), 610k
aKcnopra/konuposaHus best-effort, auto-logout npu yxoae B doH/Taimayte, aHTU-KAMKOKEKMHT (CSP
frame-ancestors), 3awmra ot XSS/mHbekumin (CSP, SRI, cTporas noanUTUKa 3aBUCUMOCTEN), a TaksKe
PUCK-CKOPWHT U step-up AN NoA03pUTENbHbIX CLIEHAPKEB.

16.4. locmynHocmb u 10Kaausayus

e RO. MynbTuAsblYHOCTb: RUS/KG/EN (MUHUMYM).
e R2.PerynupoBka pasmepa wpudTta (Small/Normal/Large), noaaepska screen reader.
e R2.TemHasa Tema (aBTO NO CUCTEMHbBIM HAaCTPOMKaMm).

16.5. ApxumexkmypHblie mpe608aHus

Hwxe npeacTaBiieHbl 0KUa€MbIE MTOXOIBI TT0 aPXUTEKTYpE:

e basa gaHHbIX KnacTtep PostgreSQL

e lAcnonb3yemblit COPT He AOMKEH UMETb 40N ANLEHINM

e lcrnonb3oBaHue NaatHoOro codT/6MbAMOTEKM MO COrNacoBaHMIO 3aKa3unKa

e Bce cepBUChl A0MKHbI UMETb MHTErpaLUmoHHbIi Health Check

e He xpaHuTb AaHHble/dalinbl B Docker

e OpkecTpaTtop K8

e OnepaunoHHasa cuctema Debian

o MMUKpOCEPBMCHAA apXMTEKTYPA C BOSMOKHOCTbIO FOPU30HTAIbHOIO MaclTabupoBaHMA C NyTem
YBEIMYEHMA IK3EMNNAPOB CepBMCOB 6e3 BAMAHMA Ha co3aaHme BNOKMPOBOK B B, 1 NopoxaeHMs
nybnen

o JlokymeHTaums GyHKLUMOHANA, Pa3BEPTKM, NOAAEPHKKM MPOrPAaMMHOIo pelleHms

e CnWCOK TUNOBbIX OLIMBOK M pearnpoBaHme Ha HUX

® YnpaBfieHWe CUCTEMOM Yepes aAMUH. NaHeNb

e  Ksw Dragonfly (AHanor Redis)

e QOuepeab RabbitMQ

e Backend Ha .Net

17. TecrupoBaHue U KpUTEepUU NPpUEMKH

17.1. Budsi mecmupoeaHus

o  dDyHKUMOHaNbHOE TECTUPOBaHMe (test cases no Bcem RO cueHapuam).

e HTerpaumoHHoe TecTupoBaHme ¢ Internal/External Gateway APl (KOHTpPaKTbl, TaliMayTbl, peTpau).

e HarpysouyHoe TecTMpoBaHMe (B T.4. MMKOBbIE CLLEeHapuun).

e TecTuposaHue HesonacHocTu (SAST/DAST, pentest, nposepku Web/PWA, aHann3 3aBUCUMOCTEN,
ynpaB/eHne ya3BUMOCTAMM).

o  UAT c busHec-noapasaeneHnamm n npoTOKON NPUEMKMN.
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17.2. DoD (Definition of Done) da5 peau3a

o Bce RO dpyHKUMM peanmn3oBaHbl U MOKPbITbI TECTAMM.

o JlokymeHTaums (apXMTEKTYPa, KOHTPAKTbI, MHCTPYKLMWM SKCMIyaTalmMmM) nocTaBaeHa.

e MOHUTOPMHI/anepTbl HAaCTPOeHbI, runbooks NoaroTosaeH.I.

e [lpoBeaeHO Harpy3o4HOe TeCTUPOBAHME U UCNPAB/IEHbI KPUTUYECKME Y3KME MeCTa.

lMpoBeaeH security review n ycTpaHeHbl KpUTHUYECKMe
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